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1 Introduction

For more than a decade, blockchains have been a buzzword permeating the

business press, where they are often presented as a ‘revolution’. Aside from this

media attention, blockchains are now becoming a reality for an increasing

number of organizations. Expanding beyond their roots in cryptocurrencies,

blockchains have found their way into a broad range of industries, from retailing

to insurance. Blockchains are starting to truly change the business world, and

their impact on the global economy will likely only continue to grow over the

coming decades. The number of blockchain-based projects has been rapidly

increasing year by year. Deloitte’s global blockchain surveys in 2019 and 2020

show that the percentage of companies that have already employed blockchains

has increased nearly twofold, growing from 23 per cent in 2019 to 39 per cent in

2020 (Deloitte, 2020, p. 7). This percentage is even higher among large enter-

prises (46 per cent in the ‘more than US$1 billion’ revenue sector). Based on the

technology’s prospective usage across industries, a recent report by PwC shows

that ‘blockchain technology has the potential to boost global gross domestic

product (GDP) by US$1.76 trillion over the next decade’ (PwC, 2020, p. 4).

Blockchains have the potential to fundamentally disrupt the way in which

business is conducted. They provide a new way of solving elemental business

problems related to recording, tracking, verifying, and aggregating various types

of information (Felin & Lakhani, 2018). Successful cases of blockchains abound

in a variety of industries. The insurance industry benefits from blockchain-based

fraud detection, record reconciliation, and risk prevention (CBInsights, 2019). In

the energy sector, blockchains have been used to track and certify low-carbon

energy and to enable direct transactions of energy between individuals, neigh-

bourhoods, and even smart devices such as solar panels (Brink, 2021). Banks use

blockchain technology to automate financial processes (e.g., transaction settle-

ments and the issuance of credits and guarantees), create trustworthy auditable

trails, and enhance the security of their systems (Garg et al., 2021). The auto

industry has employed blockchains to trace parts across a vehicle’s life cycle

(Zavolokina et al., 2020). In the used car market, blockchains help track and

immutably record information about vehicles, such as service history, mileage,

and age (Gaszcz, 2019). Pharmaceutical companies employ blockchains to

authenticate pharmaceutical products and prevent counterfeits from entering the

supply chain (Mattke et al., 2019). Healthcare providers use blockchains to

streamline information management systems and improve the interoperability

of healthcare databases (Tanwar et al., 2020). For media companies, blockchains

provide an attractive solution to help fight fabricated information and ensure the

authenticity of news releases (Lacity & van Hoek, 2021b).

1Blockchains
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Consider DL Freight as one example of a blockchain that facilitates more

efficient supply chains (for more details about the case, see Lacity & van Hoek,

2021a). DL Freight was initiated byWalmart Canada and DLT Labs, a company

developing enterprise blockchain solutions. The major purpose of DL Freight is

to drastically reduce the need for reconciling inconsistent information across the

supply chain. Before implementing the blockchain, Walmart Canada had to

incur significant costs to verify carriers’ charges and to address disputes with

them, and carriers complained about lengthy waiting times before receiving

payments. The DL Freight blockchain aims to eliminate costly reconciliation

processes by providing a single version of the truth in a reliable manner. Instead

of validating and recording freight invoices and payments ex post, the DL

Freight blockchain enables validation, recording, and sharing in real time. It

uses smart contracts (i.e., preprogrammed codes that execute once certain

conditions are met) to automatically produce invoices, issue reimbursements

for late shipments, and process payments. Such automated actions are taken

based on information collected by digital devices, such as GPS trackers on the

truck, to determine the location of the freight. Consequently, the relevant data

are transparent to authorized users, who share a common understanding of

information for which agreements have been reached. Following the implemen-

tation of DL Freight, disputes regarding invoices reportedly decreased from

70 per cent to less than 2 per cent, and relationship satisfaction among supply

chain participants significantly improved (Lacity & van Hoek, 2021a).

The above real-life examples of contemporary blockchain applications show

that the technology can add value to a broad range of business activities.

However, what are blockchains, and what makes them so different from other

technologies? What changes will blockchains truly bring about, especially with

regard to the strategic management of organizations? In this Element, we

provide a critical assessment of the status quo as well as identify potential

challenges and opportunities associated with blockchains. We especially high-

light how blockchains can address a range of organizational issues related to

both cooperation and coordination. Our core thesis is that blockchains can help

firms overcome these enduring organizational challenges in a new way that

cannot be fully replicated by traditional solutions. We show that blockchains

may significantly change the way we think about traditional contracting and

trust issues while offering novel opportunities in terms of organizational design.

In the next section, we start by outlining the history of blockchains and the

fundamental features that make them stand out as a digital innovation that is

poised to impact an increasingly broad range of organizations. After explaining

what blockchains are, we turn our attention to decentralization as the most

salient property that makes them stand out from other technologies, along with

2 Business Strategy
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some resulting properties (i.e., immutability, data integrity, transparency, and

tokenization), and to smart contracts as a key value-adding complementary

feature. In Section 3, we provide an overview of the existing knowledge of

blockchains in the management literature, outlining the central research themes

of different management disciplines and the major theoretical lenses and meth-

odologies employed. In Section 4, we focus on discussing the implications of

blockchains for three important strategic issues, namely, contracting, trust, and

organizational design. Blockchains are, of course, not without limitations. In

Section 5, we direct our attention to some potential problems associated with

blockchains and elaborate on important technical, ethical, regulatory, and

environmental challenges. In Section 6, we conclude this study with

a discussion of the implications of blockchains for both managers and

academics.

2 Blockchain Fundamentals and Features

2.1 A Brief History

Although 2008, when the Bitcoin whitepaper was released, is often seen as the

starting point of blockchain technology, the idea of a cryptographically secured

chain of blocks for storing information can be traced back to Haber and

Stornetta in 1991. In fact, the blockchains we see today are essentially an

innovative integration of many technologies that date years, and even decades,

earlier (Narayanan & Clark, 2017). In 2008, Satoshi Nakamoto (a pseudonym)

introduced Bitcoin, a cryptocurrency that can be securely traded among users

without a trusted party coordinating the exchange. In the years that followed,

blockchains were primarily developed to support different types of cryptocur-

rencies, with limited other functionalities. These blockchains are often called

the first generation. Going beyond monetary systems, a second generation of

blockchains started to emerge, of which the Ethereum blockchain was the

leader. Ethereum uses a different programming language, which supports

smart contracts and more complex decentralized applications. This feature

represents an important advancement because it allows people to code complex

tasks into blockchain systems. Blockchains have thus been implemented in

different industries with a variety of functionalities, as illustrated by the mul-

tiple examples presented earlier. To date, developers have devoted their atten-

tion to improving earlier versions of blockchain technology by solving existing

drawbacks, such as poor scalability and interoperability. These newer develop-

ments are also referred to as the third generation of blockchains, among which

the Cardano blockchain emerged as a leader. Next, wewill explain the technology

in greater detail.

3Blockchains
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2.2 Definitions

Given the relative novelty of blockchains, no consensual definition has emerged

thus far. Influenced by the interest and focus on blockchains, practitioners and

academics have suggested a variety of conceptualizations. We list some of the

prominent attempts at defining blockchains in Table 1.

Based on the commonalities among extant conceptualizations, we propose the

following integrative definition: blockchains are cryptography-based decentral-

ized and distributed systems consisting of an ongoing list of digital records that

are shared within a peer-to-peer network. This definition aims to capture the most

general and fundamental features of blockchains while striving for conciseness.

A blockchain network contains different types of participants called nodes.

A node can be any type of device, such as a computer, laptop, or server, with the

Table 1 Different definitions of blockchains in the literature

Literature Definition of blockchains

Babich & Hilary
(2020, p. 224)

‘A family of technologies used to develop and
maintain distributed ledgers (i.e., databases that are
massively replicated on all the “nodes” or machines
in the system)’

Chod et al. (2020,
p. 4379)

‘Blockchains are cryptographically secure, distributed
ledgers that can enable decentralized verifiability of
digital-goods transactions’

Cole et al. (2019,
p. 470)

‘Blockchain is, essentially, a distributed database
system that records transactional data or other
information, secured by cryptography and governed
by a consensus mechanism’

Du et al. (2019, p. 51) ‘A blockchain is a chain of data blocks each of which
is created to record a transaction’

Pazaitis et al. (2017,
p. 109)

‘A blockchain is a distributed ledger or database of
transactions recorded in a distributed manner, by
a network of computers’

Saberi et al. (2019,
p. 2118)

‘Blockchain technology is a distributed database of
records or shared public/private ledgers of all digital
events that have been executed and shared among
blockchain participating agents’

Treiblmaier (2018,
p. 547)

‘The blockchain [is] a digital, decentralized and
distributed ledger in which transactions are logged
and added in chronological order with the goal of
creating permanent and tamperproof records’

4 Business Strategy
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required hardware (e.g., internet access) and software to be connected with

other nodes. Blockchains operate in peer-to-peer networks, which refer to the

architecture where every node has equal privilege and can exchange data and

resources directly with each other. This design is different from the traditional

client–server architecture, where information needs to pass through servers to

be transmitted. Blockchains involve a number of previous advancements in

cryptography, such as public–private key encryption, hash encryption, and

digital signatures, integrating them in an innovative way to ensure information

security (see Narayanan & Clark, 2017 for a discussion of the technical details

of blockchains).

From a process perspective, a blockchain works as follows (see Figure 1).

A participant in the network requests a new transaction, which is broadcast to

other nodes in the network. Based on a certain consensus mechanism (i.e., the

protocol based on which the nodes agree with each other), some nodes collect-

ively verify whether the received transaction request is legitimate. Once veri-

fied, the transaction is added to the blockchain, usually in the form of a block

with several pieces of records aggregated together. New blocks will be attached

to the existing blocks by using hashes (i.e., one-way mathematical functions

that map data of any size to data of a fixed size). Finally, the updated chain of

information is broadcast to the network, indicating the complete execution of

the transaction request.

Beyond the general features discussed in this section, note that individual

blockchains can differ markedly from one another in terms of design, data

structure, and consensus mechanisms, among other features (Werbach, 2018).

The most frequently used way to categorize blockchains is the distinction

Figure 1 The functioning of blockchains (Lumineau et al., 2021a)

5Blockchains
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between public and private blockchains, sometimes also referred to as permis-

sionless and permissioned blockchains. In public/permissionless blockchains,

any node with access to the Internet can participate in viewing and verifying

information. Bitcoin and Ethereum are examples of such blockchains. In private/

permissioned blockchains, only participants with permissions can participate in

viewing and verifying transactions. Many enterprise blockchains aiming to be

integrated and utilized for enterprise usages take this form, such as IBM’s

Hyperledger and R3’s Corda. Some scholars further clarify the nuances of the

differences by disentangling the right to read and submit transactions (public vs.

private) from the right to validate transactions (permissionless vs. permissioned)

(e.g., Beck et al., 2018). In fact, while different blockchains resemble each other

to certain degrees, they also differ in many aspects of both design and perform-

ance (see the discussion of different consensus mechanisms in the next section).

The term ‘blockchain’ has to date been used as an umbrella term to refer to

a number of distributed ledger technologies by different parties (Narayanan &

Clark, 2017). In this Element, our definition aims to distil the central features that

generalize across most types of blockchains, whereas our discussion of block-

chain features addresses the diversity in blockchain solutions.

Just as the Internet supports the direct exchange of information, a key

objective of blockchains is to support the direct exchanges of value between

independent parties, which traditionally happen through intermediaries (Lacity,

2020). For example, when people need to wirelessly transfer money to one

another, banks are required to keep the record and make sure that the sender no

longer possesses the value (i.e., cannot use the money) after sending it – also

known as the double-spending problem. Blockchains can solve such problems

without intermediaries, supporting their role in facilitating the direct exchange

of value. To understand why they have this capability, we need to examine the

critical functionalities enabled by blockchains. We start by considering decen-

tralization, which is the most fundamental feature of blockchains.

2.3 Decentralization

By recombining a variety of technologies, including digital signatures and

encryption methods, the most salient feature enabled by blockchains is arguably

the decentralization of exchange networks (Hanisch et al., 2022). Blockchains

enable a dispersion of rights to access information and make decisions (Vergne,

2020), which were traditionally held by trusted intermediaries (e.g., govern-

ments, banks, platform owners) through hierarchical lines.

Centralization has been the dominant approach to organization for manifold

reasons, among which information consistency is particularly relevant.

6 Business Strategy
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Maintaining a consensual understanding of the status quo is important for any

kind of collaborative relationship. For example, for financial systems, it is

critical to keep information identical across different subsystems to avoid

people arbitrarily withdrawing money from some accounts.

Generally, maintaining consensus tends to be easier for a centralized system

than for a decentralized system. The central trusted party is tasked with verify-

ing and distributing information, while others merely receive the information.

In contrast, in decentralized systems where no such trusted party acts as

a central coordinator, anyone can alter the information, and consensus is diffi-

cult to achieve and maintain.

Blockchains enable decentralization while maintaining information consistency

through built-in consensus mechanisms. Put simply, consensus mechanisms define

the voting rule among nodes and determine how the decisions to verify and add

information to the blockchain are made in a way that all nodes agree on. Relevant

consensus mechanisms range from proof-of-work (PoW), proof-of-stake (PoS),

and practical Byzantine fault tolerant (PBFT) to lesser-known variants, such as

proof-of-elapsed-time and proof-of-burn. There are also many hybrid consensus

mechanisms, including proof-of-activity (hybrid of PoW and PoS) and proof-of-

authority (hybrid of PoS and Byzantine fault tolerant) (Wang et al., 2019).

Consensus mechanisms are at the core of blockchains and reflect distinct

blockchain designs. Each consensus mechanism has certain pros and cons and

thus involves trade-offs across relevant performance dimensions of block-

chains, including Byzantine fault tolerance, energy consumption, scalability,

and the transaction rate. Byzantine fault tolerance refers to the maximum voting

power of malicious nodes that the system can tolerate, which relates to the

relative security of the system. Some consensus mechanisms, such as PoWand

proof-of-elapsed-time, depend on a considerable number of computation tasks

to allocate voting rights, which creates significant energy consumption.

Scalability refers to the capacity of the system to accommodate a large number

of participants. PBFT (and its variants), which is usually used in permissioned

blockchains, often faces difficulties in attracting more participants to scale up.

On the flip side, PBFT-based blockchains can maintain a high transaction rate,

which represents the speed of reaching consensus and adding blocks.

A comparison of different consensus mechanisms is presented in Table 2

(based on Bodkhe et al., 2020 and Wang et al., 2019).

A common theme that underlies all consensus mechanisms is their attempt to

deliberately make it costly for any single party to unilaterally change the

information on the system without drawing attention (Vergne, 2020). Hence,

in blockchains, no single authority has full discretion in terms of verifying and

updating records. Decentralization is thus a major merit of blockchains, as it can

7Blockchains
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Table 2 A comparison of different consensus mechanisms

Proof-of-work Proof-of-stake
Practical Byzantine
fault tolerance Proof-of-burn

Proof-of-
elapsed-time Proof-of-activity Proof-of-authority

Basis of voting
power

Based on the
computational
power to solve
random puzzles

Based on the current
monetary stake and
random selection

Based on randomly
selected orders

Based on the
willingness to
lose stake in
the short term

Based on
randomly
assigned
waiting times

Based on both
computational
power and the
current monetary
stake

Based on the nodes’
reputation and
random selection

Byzantine fault
tolerance

50 per cent 50 per cent ≤33 per cent N/A N/A N/A >50 per cent

Level of
decentralization

High High Medium High Medium High Medium

Energy consumption High Low Low Low High High Low

Scalability High High Low High High High High

Transaction rate Low High High High Medium Low High

https://doi.org/10.1017/9781009057707 Published online by Cambridge University Press
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fundamentally alter the traditional paradigm of maintaining a consensual under-

standing of the status quo according to which members of the system have to

rely on a centralized party as the sole entity aggregating and holding informa-

tion and making decisions.

2.4 Immutability, Data Integrity, Transparency, and Tokenization

The unique ability of blockchains to decentralize both access to information and

decision-making rights lends blockchains a number of characteristics that make

them attractive candidates for organizing a variety of important tasks.

Centralized systems with a single point of failure are vulnerable to external

malicious hacks, unexpected errors in the centralized authority’s server, or even

deliberate cheating by the central party. In contrast, blockchains are designed

with the objective that no single party can change the recorded data without

other parties noticing. The addition of new information to the blockchain

requires a consensus among the nodes whose major task is verification, and

the specific consensus mechanism is part of the protocol of the blockchain

infrastructure. The system is thus resistant to the failure of individual nodes to

the extent that even the system does not know exactly whether there is a failed

component (Babich & Hilary, 2020). As long as the network has a majority of

honest nodes that perform their tasks correctly and do not attempt to modify the

transactional history, participants can have confidence that their transaction

records are not corrupted.

In addition, blockchains allow identical information to be stored across

different physical addresses (i.e., computers). This feature differs from most

traditional digital systems, which concentrate information on a central server.

Hacking then becomes more difficult because there is no centralized target to

break into. Consequently, the information stored in blockchains is considered

immutable and censor resistant, which further reinforces confidence in the

integrity of data stored on blockchains.

The architecture of blockchains also greatly improves the transparency and

traceability of the associated information. The information stored on blockchains

is timestamped and linked chronologically. Depending on the protocol and

purpose of the blockchain, participants have access to the information that they

are supposed to see. Due to the immutability of blockchains, participants can

easily trace the origin of digital assets or the source of information stored on

blockchains, which makes blockchains particularly useful for supply chain man-

agement (Saberi et al., 2019). Some examples include the Food Trust blockchain,

which traces the logistical status of products across the actors of a food supply

chain, and the Everledger blockchain, which traces and authenticates the origin of

9Blockchains
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diamonds. The participants of these blockchains do not have to rely on cues and

heuristics to judge potential value and risk along the supply chain but have a better

understanding of the product due to the enhanced transparency and traceability

supported by these blockchains (Montecchi et al., 2019).

The abovementioned properties of blockchains greatly enhance the value of

tokenization, which refers to the process of converting assets, either physical or

digital, into digital tokens on blockchains. Since digital artefacts (e.g., text,

image, sound, numbers) can be easily copied and transmitted, it has been

difficult to ensure that the original copy has been destroyed after being trans-

ferred to another party. Blockchains provide a decentralized solution that

prevents the double-spending problem by ensuring that only one copy of the

digital asset is valid. Such a design makes it possible to employ non-fungible

tokens (NFTs) that are unique and cannot be replaced. For example, people may

use an NFT to represent an artwork (Ennis, 2021). Since it is practically

impossible to replicate the token, the NFT effectively provides authentication

and certification of ownership of the artwork. Other examples of tokenization

through blockchains include the trade of music ownership (Forde, 2021), the

verification of data regarding carbon emission quotas (Kim & Huh, 2020), and

the certification of land registry (Oprunenco & Akmeemana, 2018). The use of

NFTs will change the way people portray their identities online (Segal, 2021).

2.5 Smart Contracts and Automation

Most blockchains rely on smart contracts to automatically execute transactions

involving digital assets (Buterin, 2014). Smart contracts are lines of computer

code that automatically execute whenever certain predefined conditions are

met. Thus, smart contracts can greatly facilitate the automation of transactions.

For example, a smart contract can be programmed to automate payments. To

illustrate, as soon as a set of radio-frequency identification (RFID) chips reaches

a dock, the smart contract automatically generates a receiving report and

authorizes the payment (Yuthas et al., 2021).

The idea of smart contracts originated well before the invention of block-

chains (Szabo, 1997). However, for the longest time, it failed to garner much

popularity since it has always been possible to alter agreements unilaterally,

leaving low-power parties vulnerable to changes. In contrast, blockchains have

made it possible to make agreements immutable, a property that strongly

complements smart contracts and ensures that the programs are intact and that

the transaction conditions have not been tampered with (Narayanan & Clark,

2017).
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Blockchains do not necessarily have smart contracts embedded. For example,

the Bitcoin blockchain does not feature smart contracts. However, the use of

smart contracts can greatly broaden the scope of blockchain applications in

various areas. The programming language used by Ethereum allows an ‘if . . .

then . . . ’ logic to be programmed into the code so that agreements can be

executed automatically as a function of the status of certain conditions. This

logic enables Ethereum to move beyond being a mere cryptocurrency to involve

various types of decentralized applications, such as fundraising and identity

management (Palmer, 2016). In turn, this capability is the major reason why the

Ethereum blockchain differs from Bitcoin and is often referred to as belonging

to the second generation of blockchains (e.g., Chen et al., 2020). In sum,

although not every blockchain has smart contracts written into it, smart con-

tracts are often seen as a salient functionality of blockchains that expands the

spectrum of applications of blockchain technology through automation.

In this section, we have explained the meaning of blockchains and how they

work. We also pointed to the most common and fundamental features that make

the technology unique. Based on these features, we suggest that blockchains

should be viewed as an institutional technology that far surpasses technical

innovations. By truly leveraging digital technology’s computational and data-

based capabilities, blockchains have potentially vast social implications that

may change how people interact with each other and how people conduct

business. In the sections that follow, we will first review extant management

research on blockchains. We will then turn to elaborating blockchains’ impacts

on key organizational processes, including contracting, trust, and organizational

design.

3 Extant Knowledge from Management Research

Although blockchains are still a relatively new phenomenon in the early stage of

development, scholarly enthusiasm has been substantial. While a large fraction

of the academic research on blockchains has been conducted in the field of

computer science, management scholars have started to show increasing inter-

est in understanding blockchains’ implications for organizations. To gain

a detailed understanding of the state of the art of blockchain research in

management, we conducted a systematic literature review. Specifically, on

5 May 2022, we searched the Web of Science Core Collection database for

articles that contain the term ‘blockchain’ in their title. The search yielded

a total of 11,951 hits, demonstrating significant scholarly interest ranging

from the social sciences (sociology, anthropology, political science, etc.) to

mathematics and engineering. A total of 710 of these articles came from the
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field of business and management. Figure 2 illustrates the growing research

interest in blockchains within this field over time. In the following sections, we

present an overview of the core themes in different management disciplines as

well as associated theories, methodologies, and empirical evidence.

3.1 Core Themes in Blockchain Research across Management
Disciplines

Finance is the area in business research that has paid the most attention to

blockchains. This fact may not come as a surprise since blockchains were

initially invented to power cryptocurrencies in financial technology (FinTech).

Thus, scholars have aspired to understand various aspects of cryptocurrencies

(e.g., Halaburda et al., 2020; Liu & Tsyvinski, 2021). One of the earliest studies

on this topic is Wang and Vergne (2017), who find that the innovation potential

reflected in technological upgrades is the major factor explaining

a cryptocurrency’s weekly returns. They also find that in the case of cryptocur-

rency, unlike traditional currencies, an increase in the supply is positively

related to the weekly return. Such a finding leads the authors to conclude that

cryptocurrencies behave quite differently from traditional currencies. Another

exemplary study is Cennamo and colleagues (2020), who study the factors

driving the success and volatility of cryptocurrencies. They find that due to

significant network externalities, cryptocurrencies that are created on well-

known third-party blockchains (compared to those on more specialized

Figure 2 Number of blockchain-related research articles covered by the

business and management category of the Web of Science Core Collection

database (no search results prior to 2016)
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blockchains) attract higher value and are at the same time more volatile. There

are also several studies devoted to describing and understanding the dynamics

of the rise and fall of the prices and values of cryptocurrencies (e.g., Bouri et al.,

2019; Fry & Cheah, 2016; Makarov & Schoar, 2020).

Of particular relevance to management scholarship, cryptocurrencies

enable a new way of financing organizations, called the initial coin offering

(ICO). An ICO differs from a traditional initial public offering (IPO) in that it

directly connects entrepreneurs and investors through blockchain tokens

(Adhami et al., 2018). ICO-based fundraising is thus thought to democratize

access to capital, which has traditionally been limited to venture capitalists

and angel investors (Chen, 2018). An ICO can be viewed as a mode of

crowdfunding – broadly understood as raising small amounts of funds for

new ventures from a large number of investors. However, ICOs differ from

more centralized ways of crowdfunding through platforms, such as

Kickstarter and Indiegogo, which rely on mediators to present the project

details on a website and match donations with projects (Iftody, 2019).

However, due to information asymmetries, it is often difficult to discern

legitimate coins from cryptocurrency scams. For instance, Fisch andMomtaz

(2020) show that institutional investors’ superior screening and training

abilities can help overcome the information asymmetry issue and increase

the performance of ICO-financed ventures.

Blockchains may also have implications for financing strategies beyond

cryptocurrencies. For example, due to the lack of trustworthy records of their

credit and assets, small and medium-sized enterprises often need third-party

guarantors to endorse their financing applications. This model creates additional

risk for the guarantor and in turn poses additional costs to the borrowers.

Blockchains may enable improvements by allowing borrowers to credibly

mortgage their current assets without a third-party guarantor. In this way,

small and medium-sized enterprises can essentially self-guarantee their finan-

cing applications. Yu and colleagues (2021) show that the blockchain-based

financing model effectively reduces guarantee risk compared to the traditional

model.

Operations and supply chain management (OSCM) is another area in which

blockchains have attracted much scholarly attention, given that a large number

of blockchains aim at coordinating different supply chain stages (Cole et al.,

2019). Being primarily concerned with planning, organizing, and supervising in

the contexts of the production, manufacturing, or provision of services, OSCM

scholars have endeavoured to understand the value of blockchain adoption in

improving supply chain performance. For instance, a direct advantage of the use

of blockchains is an improved ability to track the provenance of goods
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transferred across the supply chain (Montecchi et al., 2019). In particular,

Babich and Hilary (2020) find that there are several key benefits of deploying

blockchains in operations management, including improved visibility through-

out the entire supply chain, aggregation of information, verification, and authen-

tication of information, automation in executing transactions, and resilience and

fault tolerance.

A related stream of OSCM research examines the relationship between block-

chains and the efficiency and sustainability of supply chainmanagement (e.g., Bai

& Sarkis, 2020; Saberi et al., 2019; Sulkowski, 2018; Tsolakis et al., 2021). For

example, Saberi and colleagues (2019) argue that the adoption of blockchains

facilitates the verification of the provenance of products across the whole supply

chain, which ensures that processes, products, and activities comply with eco-

nomic, social, and environmental objectives. For example, to limit the overgraz-

ing of goats and improve the sustainability of cashmere production, the United

Nations and Mongolia developed a blockchain-based app to track and identify

cashmere from herders following sustainable practices (Huang, 2019).

Another topic of interest to OSCM researchers relates to the barriers and

challenges of successful blockchain adoption in supply chain management (e.g.,

Saberi et al., 2019; van Hoek, 2019). For example, based on expert interviews

and Delphi surveys, Kurpjuweit and colleagues (2021) identify important

barriers when organizations try to integrate blockchain technologies with addi-

tive manufacturing (more commonly known as 3D printing) to ensure the

authentication of digital information, such as digital design files and printing

parameters. Such barriers include a lack of standards for protocols and inter-

faces of blockchains, difficulty in integrating blockchains with existing IT

systems (e.g., ERP systems), compatibility between different blockchain sys-

tems, and privacy concerns.

Additionally, blockchains have attracted considerable research interest from

scholars in entrepreneurship and innovation, given that blockchain innovations

are often propagated by new ventures. For example, Chalmers and colleagues

(2021) show that blockchains can be an important enabler of entrepreneurial

ideas. These authors illustrate how blockchains bring new value propositions to

the music industry, including disintermediating and using smart contracts to

automate artists’ royalty collections. Moreover, as mentioned above, ICOs pro-

vide a new way of attracting funding for start-ups. A survey shows that ICO

projects had raised over $50 billion in funds worldwide as of November 2019

(Statista, 2021).

As an alternative way of fundraising, ICOs offer unique advantages that

traditional approaches lack. For instance, compared to lengthy IPOs, ICOs

can save considerable time. Compared to other approaches such as venture
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capital, ICOs broaden the pool of potential investors to virtually anyone around

the world who has internet access. The case of modum.io, a Swiss start-up

providing blockchain-based solutions to the problems of supply chain quality

control in the pharmaceutical industry, vividly illustrates these benefits of ICOs

(Huang et al., 2020). Despite tedious networking efforts and months of negoti-

ations, raising enough money to fund their prize-winning initiative turned out to

be extremely challenging. The management team of modum.io finally con-

ducted an ICO to attract investments, which turned out to be highly successful.

The ICO raised a total of US$13.5 million in only 22 days, involving 4,150

investors from different parts of the world.

Despite the fact that blockchains seem to be particularly suitable for facilitat-

ing transactions in the international business (IB) context, scholarly enquiries in

this area are not yet pervasive (see also Chang et al., 2020b), with the exception

of a recent special issue (Torres de Oliveira et al., 2020). In this issue, Hooper

and Holtbrügge (2020) show that blockchains can effectively protect property

rights and reduce transaction costs in IB, as well as increase customer welfare

by enhancing transparency.

Another potentially promising direction in IB scholarship is studying the born

global companies that practice IB from or near their founding. Blockchain-based

start-ups are inherently born global since blockchain technology is open sourced

and decentralized and virtually by their design can easily be distributed globally.

As Zalan (2018) suggests, blockchains provide an opportunity to connect the

literature on born global and the literature on the economics of information goods

and platform economics to revisit important theories and concepts in IB, such as

distance. Other scholars, focusing on IBs, examine the value of adopting block-

chains in addressing some of these companies’ critical problems, such as cross-

border payments, the long lead time between shipping and delivery, and complex

customs procedures (Liu & Li, 2020; Yoon et al., 2020). At the same time, in

international transactions, blockchains may induce negative externalities, such as

energy consumption to facilitate transactions, and given their transnational

nature, give rise to complex regulatory issues (Hooper & Holtbrügge, 2020).

In addition to examining the advantages or barriers to the adoption of

blockchain technologies in different managerial functional areas, both organ-

ization theory and management information system scholars have analysed the

governance of blockchain-based organizations (e.g., Beck et al., 2018; Chen

et al., 2021; Davidson et al., 2018; Schmeiss et al., 2019; Trabucchi et al., 2020;

Ziolkowski et al., 2020). For example, Beck and colleagues (2018) suggest that

the governance of blockchains should be examined along three dimensions:

decision rights, accountability, and incentives. Decision rights can vary from

centralized to decentralized, representing whether the power to make decisions
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is concentrated in one single party or dispersed across many parties; account-

ability concerns the consequences of actions taken, which may vary from being

institution-enacted (based on the law or social relationships) to technology-

enacted (based on the technology); and incentives refer to the extent to which

the interests of participants are aligned with the general goal of the blockchain.

Another study by Goldsby and Hanisch (2022) recognizes challenges in both

controlling and coordinating participants’ joint actions and identifies four

generic modes of governance of blockchains to address such challenges –

chief, clan, custodian, and consortium.

Along this line of enquiry, we contend that a fruitful research direction is to

investigate the performance implications of different governance decisions of

blockchain-based organizations. Current empirical evidence revolves around

decentralization as the core design choice of blockchains. Research has

produced mixed findings regarding the impact of the level of decentralization

on the performance of blockchains. In their nuanced analysis, Hsieh and

colleagues (2017) find differential effects of decentralization across layers

of blockchains. Decentralization of the voting power of the blockchain has a

positive effect on the returns of cryptocurrencies, indicating a general interest

from investors concerning the most important feature of blockchain technol-

ogy. Additionally, having a centralized company steer the directions of the

blockchain is indeed beneficial for the performance of the cryptocurrency. For

example, while the Ripple blockchain is decentralized across nodes, it is

managed by the Ripple company, which actively hires developers and decides

the direction of code development. Chen and colleagues (2021) demonstrate

an inverted U-shaped impact, showing that excessive levels of decentraliza-

tion can jeopardize market capitalization, developer attention, and the devel-

opment activity of blockchain-based platforms. Table 3 summarizes the

central themes in blockchain research across management disciplines.

3.2 Theoretical Lenses for Examining Blockchains

To date, management research on blockchains has paid more attention to explain-

ing the empirical phenomenon than to elaborating its theoretical bases and impli-

cations. In this section, we start to address this challenge and discuss the linkages of

blockchains with some of the most central theories in management, including

transaction cost economics, agency theory, and the resource-based view.

3.2.1 Transaction Cost Economics

Transaction cost economics is concerned mainly with minimizing the cost of

exchange (Williamson, 1985). Blockchains have the potential to reduce various
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types of transaction costs (e.g., Ahluwalia et al., 2020; Pereira et al., 2019;

Schmidt & Wagner, 2019). An early study by Catalini and Gans (2016) argues

that two key types of transaction costs are directly impacted by blockchains: the

cost of verification and the cost of networking. On the one hand, blockchains can

Table 3 A summary of core themes in blockchain research across management
disciplines

Scholarly fields Major research themes Illustrative studies

Finance • Dynamics of
cryptocurrencies

• ICOs as a new way to
finance organizations

E.g., Cong & He, 2019;
Halaburda et al., 2020;
Liu & Tsyvinski, 2021

Operations and
supply chain
management

• Blockchains as new
solutions to supply chain
management problems
(e.g., traceability and
product authentication)

• Blockchains and the sus-
tainability of supply chain
management

• Barriers to blockchain
adoption in supply chains

E.g., Cole et al., 2019;
Kurpjuweit et al., 2021;
Saberi et al., 2019

Entrepreneurship
and innovation

• Blockchain-related
innovative ideas and new
ventures

• ICOs as a new way to
finance new ventures

E.g., Allen et al., 2020;
Chalmers et al., 2021;
Huang et al., 2020

International
business

• Blockchains as new solu-
tions to reducing high
transactions costs due to
distance

• Blockchain-based born
global organizations

E.g., Torres de Oliveira
et al., 2020; Yoon et al.,
2020; Zalan, 2018

Organizational
theory

• Blockchains as new ways
of organizing

• The governance of block-
chain-based organizations

E.g., Hsieh et al., 2017;
Lumineau et al., 2021a;
Murray et al., 2021a

Management
information
systems

• The governance of block-
chain-based organizations

E.g., Beck et al., 2018;
van Pelt et al., 2021;
Ziolkowski et al., 2020
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enable participants to more efficiently verify and audit transaction attributes (e.g.,

the authenticity of the product or the state of ownership). Traditionally, this

function has been performed by intermediaries (e.g., the government verifies

the identity of a citizen, and banks verify the ownership of money), which creates

additional costs for the transacting parties (e.g., charging a fee and accessing

private data). Blockchains remove the need for intermediaries and replace them

with a decentralized method of verification, thus reducing the cost of verification.

On the other hand, to achieve the benefits of networking (i.e., to bootstrap the size

of an economic network), the traditional approach has again relied on

a centralized entity, which unavoidably introduces concentrated market power.

Blockchains can realize networking without introducing the concentrated market

power of a certain entity, thus reducing the cost of networking.

Lumineau and colleagues (2021a) extend this line of enquiry by examining

how blockchains impact costs across different stages of a transaction.

Transaction costs can be categorized as ex ante transaction costs, including

the cost of searching for a partner and designing the agreement, and ex post

transaction costs, including the cost of monitoring partners’ behaviours and

enforcing agreements. Blockchains are likely to reduce transaction costs in the

searching, monitoring, and enforcing stages. However, they tend to generate

higher design costs because using blockchains requires codifying transaction

requirements into computer code, which is usually costlier than using natural

language to represent agreements. We will return to these issues in Section 6.1.

3.2.2 Agency Theory

Agency theory is interested in the issues that occur when one person or entity (an

‘agent’) is able to make decisions and/or take actions on behalf of another

person or entity (a ‘principal’) (Jensen & Meckling, 1976). In this principal–

agent relationship, the principal needs to delegate decision-making power to the

agent, who has better local information and a superior capability to address

certain problems. However, given information asymmetries and misaligned

interests, the principal also needs to incentivize, monitor, and control the agent’s

behaviour. Research suggests that by providing a transparent information

recording system, blockchains can enable information flows accessible to

both the principal and the agent (Treiblmaier, 2018). Proprietary information

that was traditionally exclusive to the agents is now also accessible to the

principals (e.g., status of the products in a supply chain). Therefore, blockchains

can reduce the level of information asymmetry, which in turn may lower the

necessity for the principal to exert excessive controlling efforts, lessening the

threat of agency problems (Murray et al., 2021a).
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3.2.3 Resource-based View

The resource-based view (RBV) defines organizations as heterogeneous bun-

dles of resources, including assets and capabilities. The core thesis of the RBV

is that organizations that possess valuable and rare resources can obtain

a competitive advantage and that if the resources are further inimitable and

nonsubstitutive (VRIN), these organizations may enjoy a sustained competitive

advantage over competitors (Barney, 1991). Examining blockchains from the

perspective of the RBV, Treiblmaier (2018) argues that the capability to use

smart contracts to automate certain processes can represent such a resource. By

introducing a new set of capabilities and obsoleting some traditional ones,

‘blockchain technology thus bears the potential to fundamentally alter the

importance of (critical) resources for sustained advantage across industries’

(Treiblmaier, 2018, p. 552). Sundarakani and colleagues (2021) contend that

integrating big data analytics and blockchains can help firms build VRIN

resources that help them compete in Industry 4.0.

Following a similar logic, Nandi and colleagues (2020) find that by integrat-

ing blockchains into their supply chains, firms can leverage several capabilities

to enhance their performance. Specifically, these authors indicate that block-

chains are more likely to enhance a firm’s operational-level capabilities (e.g.,

information sharing and coordination capabilities) than its strategic-level cap-

abilities (e.g., integration and collaboration capabilities). In contrast, Yuthas and

colleagues (2021) contend that blockchains can be equally useful in contribut-

ing to firms’ strategic capabilities and enhancing their competitive advantage.

Viewing blockchains as a specific type of strategic alliance, these authors argue

that blockchain participants can improve their existing capabilities, share com-

plementary capabilities, and build new capabilities that are blockchain-specific

(e.g., smart contract expertise and blockchain implementation). These capabil-

ities may in turn help consolidate participants’ competitive advantage. In sum,

blockchains may shift the sources of competitive advantage such that organiza-

tions that make effective use of blockchain technology may enjoy superior

performance. The detailed mechanisms and conditions under which this com-

petitive advantage occurs should provide numerous opportunities for future

RBV research on blockchains.

3.2.4 Other Theoretical Perspectives

While we also identified other theoretical perspectives employed to study block-

chains, the number of such perspectives is relatively sparse. Nonetheless, some of

them are worth mentioning. For example, Nandi and colleagues (2021) examine

blockchains by using the resource dependency theory. Building on the premise
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that firm performance depends on the external environment from which it

acquires resources, they find that firms with superior blockchain expertise may

reduce their resource dependence (i.e., gain more control over resources and

lessen their dependence on other firms). In turn, these firms are in a better position

to build resilience-related capabilities to respond to supply chain disturbances,

resulting in better firm performance.

Furthermore, Chen and colleagues (2021) leverage the mechanism design

theory to examine the optimal level of decentralization of blockchain-based

digital platforms. Building on the thesis that ‘an effective governance structure

should leverage individual incentives and local information to achieve desirable

outcomes’ (p. 2), they argue (and empirically show) that a moderately high level

of decentralization is optimal to achieve incentive compatibility and desirable

governance outcomes.

Game theorymay also be applied to the analysis of blockchains. Developing

a prisoner’s dilemma-like game-theoretical model, Mohan (2019) shows that

blockchains can potentially address academic misconduct by realizing decen-

tralized cooperation through incentivizing the monitoring of academic output

and trust building.

Finally, Park and colleagues (2020) look at blockchain-based start-ups

through the lens of industrial economics and zoom in on first-mover advantage

acting as a profit driver. Somewhat counterintuitively, they suggest that a first-

mover advantage may not exist in regard to attracting funding from venture

capitalists and that moving early may also bring competitive disadvantages to

blockchain start-ups. This reasoning is plausible because the blockchain indus-

try is characterized by open innovation; therefore, active knowledge transfer

and spillover are common. Firms disclose the technology through whitepapers

and open-source software codes, which introduces the possibility of imitation

by competitors. Considering these conditions, this reasoning suggests an

inverted U-shaped relationship between entry timing and the performance of

blockchain start-ups.

In sum, there is significant potential for management research on blockchains

to go beyond describing specific cases to identify stylized facts and progres-

sively develop generalizable theory. Extant analyses of blockchains have

remained largely focused on a limited number of disciplinary and theoretical

approaches (see Table 4 for a summary). While finance and OSCM research has

made notable contributions to the current knowledge of blockchains, scholars in

organizational behaviour, accounting, marketing (see Gleim & Stevens, 2021

for a preliminary discussion of blockchains’ implications for marketing

research), and strategy have paid relatively scant attention to blockchains and

their implications. Similarly, our systematic review of the literature did not
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Table 4 A summary of selected theoretical lenses for examining blockchains

Theory Relation to blockchain research Illustrative studies

Transaction cost
economics

Blockchains have implications for reducing certain types of transaction costs at
different stages of the transaction

E.g., Catalini & Gans, 2016;
Lumineau et al., 2021a

Agency theory Blockchains have implications for reducing certain types of agency costs within
organizations

E.g., Murray et al., 2021a

Resource-based
view

Blockchain-related resources and capabilities can generate competitive advantages
for organizations

E.g., Nandi et al., 2020; Yuthas
et al., 2021

Resource
dependency
theory

Superior blockchain-related resources generate resource dependence strength for
organizations

E.g., Nandi et al., 2021

Mechanism
design theory

The optimal level of decentralization of blockchain-based digital platforms is an
important and highly contingent variable

E.g., Chen et al., 2021

Game theory Blockchains can change the payoff structures and behaviours of economic players E.g., Mohan, 2019
Industrial

economics
The timing of blockchain adoption is a relevant strategic decision that has to balance

the trade-offs between first-mover advantages and disadvantages
E.g., Park et al., 2020

https://doi.org/10.1017/9781009057707 Published online by Cambridge University Press
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identify any articles leveraging some central theories in management and

organization, such as the behavioural theory of the firm, institutional theory,

knowledge-based view theory, real options theory, or stakeholder theory. For

instance, stakeholder theory could provide a relevant theoretical framework to

analyse the conflicting demands resulting from the diversity of stakeholders

involved in blockchains (ranging from IT developers, consumers, regulators,

and local governments) and the ensuing tensions among these multiple con-

stituencies. These blind spots open up fruitful avenues for future research.

Connecting blockchains with classical theories is likely to significantly improve

our understanding of the disruptive nature of the technology. Of course, new

theoretical frameworks should also be considered to illuminate the unique

features of blockchains.

3.3 Methodologies and Empirical Evidence

Scholars who are developing an interest in blockchains might be wondering

how to conduct empirical research on a phenomenon that is only emerging. To

provide some guidance, this section presents some of the major methodologies

used in blockchain research to date, along with the relevant empirical evidence.

We discuss the current use of formal modelling techniques, qualitative studies,

and quantitative methods in blockchain research.

Several scholars have proposed formal analytical models to analyse block-

chains (e.g., Cai et al., 2021; Chod et al., 2020; Cong & He, 2019; Mohan,

2019; Yoon et al., 2020). This methodological approach is most commonly

employed by finance and operations management scholars to analyse the

benefits of blockchains for managing economic activities and to identify

the optimal design of blockchains. For example, Chod and colleagues

(2020) demonstrate that by making supply chains more transparent, block-

chains can help signal a firm’s fundamental capabilities (such as operational

capabilities). They further show that signalling through blockchains is more

efficient than other signalling approaches (e.g., signalling through loan

requests) and that such efficiency gains are a function of a firm’s operational

characteristics (e.g., operating cost, market size, and inventory salvage

value). Another example comes from the study by Cong and He (2019),

who show that decentralized consensus mechanisms alter the information

environment by reducing information asymmetries between transacting parties.

This effect, in turn, has many-faceted implications for the equilibria of economic

activities, including lowering entry barriers, facilitating greater competition, and

enhancing consumer surplus and social welfare.
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In terms of empirical approaches, qualitative case studies are the most

popular research method adopted by scholars, which is not surprising given

the newness of the phenomenon and the current development stage of block-

chain technology, as qualitative research typically involves gathering in-depth

insights into a problem or generating new ideas for research. The overall

existing empirical evidence is largely explorative in nature. This trend may

also be explained by the absence of any databases for the purpose of conducting

large-scale structured quantitative investigations.

Many qualitative studies approach the phenomenon through detailed

investigations into a successfully deployed blockchain project (e.g., Du

et al., 2019; Sternberg et al., 2021). As an illustration, Pazaitis and col-

leagues (2017) study the value of blockchain technology in supporting

social sharing and peer production through a blockchain-based decentral-

ized network community, which enables users to evaluate the contribution

of each other and collectively verify the produced value and the distribution

of rewards. They demonstrate that blockchains can provide a decentralized

record of value, which helps to determine the value of the contributions to

peer production.

There are also some qualitative investigations that involve multiple cases. For

example, comparing two blockchain-based peer-to-peer electricity trading pro-

jects, Hojckova and colleagues (2020) find that the wide diffusion of decentral-

ized blockchains is all but a given and depends on incumbents who own and

manage the physical grid infrastructure. Other studies employ qualitative com-

parative analysis (QCA) to examine cross-case patterns. For example, Clohessy

and Acton (2019) use QCA to study the organizational factors impacting

blockchain adoption. They find that blockchain awareness, top management

support, organization size, and organizational readiness are among the most

important determinants.

While large-scale quantitative studies are not yet abundant, there are some

exceptions that build on archival data and provide some preliminary evidence

concerning firm-level performance implications of blockchain adoption. For

example, using panel data of publicly listed firms in China, Hasan and col-

leagues (2020) demonstrate a positive change in firms’ operational efficiency in

the years after blockchain deployment compared to the year before blockchain

deployment. Using data from several cryptocurrency networks, Alabi (2017)

estimated several growth models to determine whether blockchain-based net-

works follow Metcalfe’s law, which states that the value of a network is

proportional to the square of its nodes. The results demonstrate that the value

of blockchain networks is indeed related to the number of active users, in

support of a strong network effect.
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Scholars also use stock market data and event-study approaches to estimate

the impact of blockchain-related events on firms’ stock market performance

(e.g., Akyildirim et al., 2020; Jain & Jain, 2019; Sharma et al., 2020). In

an exemplary study, Cheng and colleagues (2019) show that describing

blockchain-related activities (e.g., a plan of adopting blockchains in firm oper-

ations or a description of a blockchain product) in a firm’s 8-K disclosure is

related to positive stock market returns from investors. The study further shows

that the magnitude of such positive returns is correlated with the Bitcoin price at

the time of the event window, suggesting an overreaction of investors to

blockchain technology.

Surveys are also a useful approach to acquire data for studying blockchains

(e.g., Liang et al., 2021), especially when studying subjective phenomena, such

as perceptions, intentions, and satisfaction. One example is the study by Kamble

and colleagues (2019), who collected data through 181 questionnaires. They

find that perceived usefulness (rather than perceived ease of use) is the key

factor impacting the adoption of blockchain technology. Similarly, Yang (2019)

leveraged a survey to study a maritime shipping supply chain and showed that

improved customs clearance, digitizing and easing paperwork, standardization,

and platform development are among the major factors positively impacting

managers’ intent to adopt blockchains.

In conclusion, we find that blockchains are attracting increasing interest

among management scholars using a variety of methodologies (see Table 5

for a summary). Empirical studies are still mainly in the exploratory stage,

relying on inductive studies derived from qualitative case study data.

Performance outcomes remain difficult to observe, partly because a large num-

ber of blockchain-based solutions are still in the proof-of-concept stage. Apart

from a few exceptions, quantitative studies have remained relatively rare thus

far. Our review did not find blockchain studies that conducted experiments,

indicating that scholars have yet to leverage the full suite of methodological

options to address new questions and to provide unique insights in the field of

blockchain research.

4 Blockchains as a New Way of Organizing

Our literature review above shows that despite their recent emergence, block-

chains have already attracted much attention among management scholars, who

seem to agree that blockchains have important implications for organizations.

Building on and extending what has been discussed in the extant literature, we

argue that the most noticeable innovation that blockchains offer is a new way of

organizing collaborations both between and within organizations. We provide
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a brief background on collaborations in organizational settings before elaborat-

ing how blockchains may impact their mechanics.

Collaboration can be defined as an activity in which a group of autonomous

entities engage in an interactive process to complete a task or achieve a goal

(Wood&Gray, 1991). Across levels of analysis, forms of collaboration can range

from individuals working together on a production task to firms cooperating in

a strategic alliance to develop a new vaccine to nations engaging in trade or

defence agreements. Building on the premise that a group of people working

together can oftentimes create more value than the sum of them working indi-

vidually, collaboration is the foundation of wealth creation. This rationale is

deeply rooted in Adam Smith’s (1776) seminal explanation of the wealth of

nations, emphasizing the necessity of the specialization and division of labour.

Collaborations are undoubtedly critical for the routine functioning of organ-

izations. Individual departments and work groups need to work closely with

each other to pursue the common goals of the organization. Frontline employees

perform tasks together with co-workers. Managers collaborate with employees

to monitor and steer their efforts. Organizations also frequently collaborate with

one another to create value, forming partnerships to co-perform certain activ-

ities, such as research and development (R&D) (Sampson, 2007; Schilke &

Goerzen, 2010) or production and distribution (Roels & Tang, 2017), or to learn

from one another (Khanna et al., 1998).

However, collaboration usually does not come easily and often fails. Limitations

in human nature create significant obstacles impeding a systematic and full

Table 5 A summary of methodologies for examining blockchains

Method
Dominant research
approaches Illustrative studies

Formal
modelling

• Modelling the impact of
blockchains on economic
equilibria

E.g., Cai et al., 2021; Chod
et al., 2020; Cong & He,
2019

Qualitative
studies

• Detailed investigations into
one blockchain case

• Cross-case comparison
among multiple blockchains

E.g., Clohessy & Acton,
2019; Du et al., 2019;
Pazaitis et al., 2017

Quantitative
studies

• Collecting archival data (e.g.,
cryptocurrency prices and
stock market data)

• Conducting surveys to collect
first-hand information

E.g., Cheng et al., 2019;
Hasan et al., 2020;
Kamble et al., 2019
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realization of the benefits of collaboration. In particular, collaboration raises both

cooperation and coordination issues (Gulati et al., 2012). On the one hand, humans

are likely to behave opportunistically, meaning that they may pursue self-interest

with guile (Williamson, 1985). Due to misaligned interests, collaborating partners

may deliberately lie, cheat, shirk, or twist information to misguide their counter-

parts for the purpose of benefitting themselves. Opportunism can lead to cooper-

ation failures, which not only damage the returns of already made inputs but also

disincentivize future investments and efforts from collaborating parties.

On the other hand, humans have limited cognitive abilities. Consequently,

they tend to behave rationally but with a limited capacity, which is also referred

to as bounded rationality. According to Herbert Simon (1957), three factors

contribute to bounded rationality: the limited information processing capacity

of human brains, the limited time for decision-making, and the limited informa-

tion available. As such, even the most honest collaborators face the risk of

coordination failures. They may experience difficulty communicating their task

divisions, mutual expectations, information at hand, or work progress.

Therefore, to ensure successful collaboration, actors need to carefully organ-

ize and govern their relationships. Contracts and relational norms are the most

commonly employed governance mechanisms to both safeguard the relation-

ship from opportunism and to facilitate coordination (Malhotra & Lumineau,

2011; Poppo & Zenger, 2002). Management and organization scholars have

conducted a broad array of studies to understand how the design and manage-

ment of contractual and relational mechanisms impact the effectiveness and

efficiency of collaborations (e.g., Li et al., 2010; Ryall & Sampson, 2009;

Schilke & Lumineau, 2018). In their comprehensive meta-analysis, Cao and

Lumineau (2015) listed no fewer than 149 empirical articles related to this

central issue.

In addition to the specific contractual and relational governance mechanisms,

organizational design can also substantially impact collaborative outcomes.

Well-designed organizational structures can support the distribution of tasks

and responsibilities, assign accountability, and enable rapid responses to oppor-

tunities and threats. In contrast, if organizational design is not aligned with the

goals of the organization, negative consequences are likely to occur, such as the

inability to meet these goals and to address pressure for change, which can

ultimately jeopardize the organization’s survival (Puranam, 2018). Most formal

organizations are centrally managed. While this mode of organization presents

advantages, problems also prevail, such as failures to mobilize resources,

coordinate efforts, share information, and incentivize employees.

In this Element, we argue that a core merit of blockchains is that they allow

for new ways to organize collaborations by altering key aspects of
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organizational contracts, trust, and design. Specifically, we propose that block-

chains offer a fundamentally new approach to collaboration that enforces

agreements automatically through codes and algorithms, representing

a method that is substantially different from the traditional contractual

approach. Blockchains also change several important aspects of organizational

trust, including its nature, mode of production, and targets. Finally, blockchains

affect organizational design by enabling newmodes of organizing that might go

as far as obliterating the need for managers altogether, such as in the extreme

case of decentralized autonomous organizations (DAOs).

4.1 Blockchains and Contracting

In what follows, we address the interplay between blockchains and contracting

in organizations. Before discussing how blockchains may both substitute and

complement contracts, we first elaborate on the role of contracts as important

governance mechanisms.

4.1.1 Contracts as the Traditional Mechanism to Govern Collaboration

Relying on the legal system, contracts have become a common approach to

organize collaborations. Contracts can be defined as legally enforceable agreements

that contain obligations that are enforced or recognized by law (Poole, 2016).

Contracts have been documented to be an effective approach to aligning interests

between collaborating parties and organizing their intents into a legally binding

agreement (Macneil, 1978; Reuer & Ariño, 2007; see Schepker et al., 2014 for

a review). Contracts specify the rights and obligations of each party and provide

clear payoff structures and sanctions (Parkhe, 1993; Zhou & Poppo, 2010).

A contract can thus effectively protect the collaborating parties from the opportun-

istic behaviours of their partners (Schilke & Cook, 2015; Williamson, 1985).

In addition to facilitating cooperation, research has also documented con-

tracts as an effective mechanism to facilitate coordination (Reuer & Ariño,

2007). Contracts can serve as a knowledge repository of a transaction (Mayer &

Argyres, 2004), reminding the transacting parties of agreed-on aspects of the

collaboration, such as the division of labour, task specification, and the roles and

responsibilities of each party. A well-drafted contract can also generate

a collaborative atmosphere by smoothing communication between parties

(Malhotra & Lumineau, 2011; Mayer & Argyres, 2004). Transacting parties

can thus use contracts to mitigate misunderstandings and reduce ‘honest mis-

takes’ (Mayer & Argyres, 2004), resulting in enhanced coordination outcomes.

In their role as a governance mechanism, contracts rely on legal enforceability.

Under a legally binding contractual agreement, if a breach of contract occurs, the
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parties who signed the contract can pursue legal remedies, such as compensation

or cancellation. Governmental bodies provide such power to ensure compliance

to judicial verdicts. Therefore, a contract grants parties the right to find recourse to

a court (or an arbitrator or mediator) to settle the dispute (Williamson, 1985). In

this sense, whether a contract will be an effective governancemechanism depends

heavily on the power of the legal system, which differs greatly across countries or

even states (Oxley, 1999; Zhou & Xu, 2012).

4.1.2 Blockchains as an Alternative Way to Enforce Agreements

We suggest that blockchains can also serve the function of governing collabor-

ations but in a way that is distinctive from legal contracts. Indeed, we see many

partnership relations already being governed by blockchains. For example, AIG

and Standard Chartered initiated a blockchain to improve efficiency in business-

to-business multinational insurance policy offerings (IBM, 2021). Such trans-

actions often involve multiple policies simultaneously and need to adhere to the

regulations of multiple countries, which generates a large amount of informa-

tion that needs to be consistent across different systems. Transparency and

coordination between the insurance company and the protected clients are

greatly needed. Blockchains provide a solution to issues in the insurance

industry by enabling transparent and real-time information sharing, which

significantly reduces the need for the reconciliation of records. Blockchains

also automate policy payment and notification allocation (e.g., receipt) to

participants through smart contracts, which minimizes human errors and fraud

and boosts settlement speed. Another example comes from Microsoft, which

has built a blockchain solution for the Xbox platform to achieve real-time

royalty calculation and automatic payment for its partners, such as game

developers, artists, and musicians (Arrowsmith, 2021).

Unlike contracts that depend on the legal system to enforce agreements,

blockchains rely on algorithms to automatically enforce agreements.

Protocols are written in the form of codes, specifying ‘the rules for the distrib-

uted ledger; participation and validation; native digital assets; cryptograph;

consensus (to make sure everyone has the identical copy of the ledger); and

smart contracts’ (Lacity, 2020, p. 117). With the establishment of protocols, the

participating parties’ actions must respect the rules.

Smart contracts play a central role in supporting the automatic enforcement

of agreements on blockchains. Through interfaces called oracles, smart con-

tracts monitor relevant information that is either native to blockchains or comes

from the external environment (Hertig, 2020). Once the conditions that have

been set earlier and are written into the code are satisfied, the agreements stored
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in these smart contracts will be executed automatically (see the DL Freight case

as an illustration). Although they play an important role in the application of

blockchains, the term ‘smart contract’ is somewhat of a misnomer (Durovic &

Janssen, 2019). Despite what its name suggests, a smart contract is not truly

a contract in the traditional sense because it enforces agreements through not the

law but, rather, codes and algorithms. Nor is it smart because without going

beyond the rules, it only faithfully runs what has been set by humans.

Relatedly and importantly, blockchains are not merely a digital version of

contracting. Consider contracting practices realized through electronic data

interchange (EDI), understood as ‘standardized interorganizational communi-

cation between independent computerized information systems and associated

technological components’ (Damsgaard & Lyytinen, 1998, p. 276). EDI enables

computers to share digital documents in a common electronic format, which

lowers costs and increases the speed of information processing. Transacting

parties have long used EDI to send and receive digital contracts, such as

purchase orders (Clemons et al., 1993; Emmelhainz, 1988). However, these

digital contracts are still traditional contracts in that they rely on the legal

system to claim remedies if things go wrong. This process is fundamentally

different from that in blockchains, which leverage codes and algorithms to

enforce agreements.

The self-contained and autonomous system of formal rules reflected in the set

of protocols in blockchains presents an alternative way of governing collabor-

ations. This method does not depend directly on the external enforceability of the

court system (Werbach, 2018). As such, blockchains ‘create order without law

and implement what can be thought of as private regulatory frameworks’ (De

Filippi & Wright, 2018, p. 5). Indeed, with regard to both cooperation and

coordination, blockchains afford a qualitatively different approach to governance.

Blockchains thus facilitate cooperation by preventing opportunism from the

beginning. Specifically, any behaviours that are inconsistent with the rules will

not be acknowledged and executed. Fraudulent attempts to unilaterally change

the records in blockchain systems will be rejected because these attempts do not

abide by the consensus protocol. Failures of processing the payments after

a partner completes their obligationswill be eliminated because the smart contract

will automatically execute the agreements upon detecting and verifying success-

ful completion. In such a governance system, machines have deliberately been

put on centre stage, while human intervention stays on the periphery.

Blockchains facilitate coordination through several mechanisms. Blockchains

help provide participating parties with transparent information in a nearly real-

time manner (Hanisch et al., 2022). Importantly, this information is verified so

that misunderstandings can be greatly reduced. In addition, the protocols and
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codes are open-sourced so that the participants can have a consistent understand-

ing of the rules by which the system works. This feature greatly enhances

accountability (by defining roles and responsibilities for each node), predictabil-

ity (by making sure tasks are performed in a planned manner), and common

understanding (by aligning the knowledge and expectation of different parties),

which are recognized as the three fundamental pillars constituting effective

coordination (Okhuysen & Bechky, 2009).

4.1.3 Implications for Traditional Contracting: Substitutive
and Complementary Effects

Because blockchains constitute an alternative governance mechanism, they

may have significant implications for contracting. Given that blockchains do

not directly rely on the legal system, they have the potential to act as substi-

tutes for traditional contracting, which relies on the court’s judicial function.

Such substitution can lead to lower costs in certain types of transactions and

certain collaboration stages since blockchains can fulfil most of the cooper-

ation and coordination functions of traditional contracts but in a faster and less

expensive way.

One implication of such a substitutive effect is that it allows blockchains to

overcome some traditional contracting problems. Contracts are effective gov-

ernance mechanisms only in situations when disputes can be reliably solved by

judicial systems (Zhou & Poppo, 2010). However, in certain economies, con-

tract enforcement can either be unreliable or require a substantial amount of

time (Parmigiani & Rivera-Santos, 2015). In addition to being costly and time

consuming, litigation processes may also damage firms’ reputation (Pinkham&

Peng, 2017). The lack of effective contract enforcingmechanisms thus results in

the poor safeguarding of business assets, such as property rights, which can

have dramatic consequences for many organizations.

In contrast, with blockchains and smart contracts governing transactions, these

transactions can be executed and enforced in a self-contained system. Hence, the

effectiveness of legal institutions becomes less critical. Blockchains may thus

help circumvent the voids of legal enforceability in certain economies. At

a broader level, blockchains can essentially govern transactions despite an

absence of mature institutions. For example, in many areas of the world, econ-

omies are not supported by strong and reliable financial institutions, such as banks

or credit unions. A large number of citizens are still underbanked. Blockchains

can act as substitutes for the traditional centralized banking system by building

a reliable financial infrastructure (IBM, 2020; New York Times, 2021).
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Apart from potentially substituting for legal contracting, blockchains’ unique

features also make them a useful instrument for augmenting the merits of

traditional contracting, suggesting a complementary effect. One way in which

blockchains complement traditional contracting is through decreased informa-

tion asymmetry. Blockchains provide immutable and tamperproof transactional

records, which could be used as evidence to support more effective dispute

settlements through judicial systems. As such, blockchains not only help over-

come contracting voids in underdeveloped economies but are also useful in

mature institutional environments. Moreover, by enabling enhanced transpar-

ency and maintaining a full history of records, blockchains make opportunistic

behaviours more easily detectable. In this sense, blockchains magnify the

effectiveness of the contracts’ legal enforceability by making hidden misbeha-

viours observable. Blockchains can thus help maintain a fair, open, and honest

collaborative environment. For example, with the procurement blockchain

deployed by the U.S. General Services Administration (GSA), both vendors

and the government are better off (Nayak & Nguyen, 2018). The government

can realize a higher level of openness and fairness, which is desired by the

public, while vendors can perceive that their transactions with the governmental

agency are more effectively protected.

4.2 Blockchains and Trust

Trust is another fundamental element that is at the heart of collaboration.

Trust can be defined as ‘the willingness of a party to be vulnerable to the

actions of another party’ (Mayer et al., 1995, p. 712). Management scholars

have put much effort into understanding the forms, antecedents, and conse-

quences of trust at both the individual and organizational levels (Fulmer &

Gelfand, 2012).

Although sometimes conflated with adjacent constructs, such as confidence

and predictability, trust is conceptually distinct from them. Vulnerability and

risk-taking are the key components of trust, distinguishing it from other con-

structs. As Mayer and colleagues (1995, p. 714) put it, ‘in [trust] risk must be

recognized and assumed, and such is not the case with confidence’. Control is

another concept that is often discussed alongside trust (e.g., Cao & Lumineau,

2015; Long & Sitkin, 2018). According to agency theory, principals use control

mechanisms (e.g., monitoring and incentives) to constrain agents’ behaviours,

align interests, and reduce risks. Scholars have viewed trust and control as

parallel mechanisms that can generate confidence in a partner’s behaviour and

facilitate cooperation in the relationship (e.g., Das & Teng, 1998; Long &

Weibel, 2018).
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Blockchains can have a significant impact on trust among organizational

actors. Interestingly, the nature of blockchains’ impact on trust is far from

consensual. Some propose that blockchains may crowd out trust for good and

describe blockchains as trustless or trust-free systems (e.g., Bahga &Madisetti,

2016; Jaoude & Saade, 2019; Xia et al., 2017; Xu et al., 2019). In other words,

participants in blockchains are argued to have no need to trust each other.

Others, however, suggest that blockchains actually support trust in the network

(e.g., Casey & Vigna, 2018; Shackelford & Myers, 2017). According to this

view and as described in The Economist (2015), the promise of blockchains

strongly relies on their role as a ‘trust machine’.

Our own viewpoint is that blockchains neither eliminate nor create but rather

effectively change several fundamental facets of trust. We see two major shifts

in trust resulting from blockchains: what trust is (form of trust) andwho needs to

be trusted (targets of trust).

4.2.1 Change in the Form of Trust

Traditionally, collaborating parties make trustworthiness assessments based on

their knowledge of the partner (Schilke et al., 2021). One central way of doing

so is through prior relationships with the partner, in which parties develop

a mutual understanding of their behavioural patterns. In turn, based on prior

interactions, parties try to predict a partner’s future behaviours and make

corresponding decisions on whether to put themselves in a vulnerable position

at the hands of this partner. Alternatively, when they do not have any prior

relationships with the partner, collaborators can make trustworthiness judge-

ments through reputation cues. Given the information asymmetry between

strangers, reputation is an effective mechanism to signal trustworthiness and

build initial trust beliefs (Koufaris & Hampton-Sosa, 2004).

In any of the above cases, the collaborating parties’ identities matter greatly.

In traditional scenarios, the parties’ identities serve as critical reference points to

build expectations about the partners’ behaviours (Schilke & Cook, 2013). In

other words, people trust others because of who they are. Moreover, human

agents transact with each other directly, calling for a type of trust that is

inherently relational and interpersonal.

Blockchains change this fundamental basis for trust. Specifically, instead of

allowing human agents to interact with each other directly, blockchains enable

technology to intermediate these relationships. Due to their decentralized

design, blockchain systems do not require direct relationships between collab-

orators. In many public blockchains, participants do not even know with whom

they are collaborating. However, what has not changed is that participants still
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need to build confidence that their partners will behave in a way that does not

harm their interests, such that they will feel comfortable committing to the

relationship.

Despite the lack of relational information needed to make trustworthiness

judgements, the participants in a blockchain network still have good reason to

believe that they are not receiving fraudulent information and that the

recorded data have been verified and cannot be secretively erased or falsified.

Smart contracts keep regulating the behaviours of human agents. The partici-

pants have good confidence that as soon as they fulfil their obligations, their

partners will do their part based on what has been agreed upon. In other

words, confidence is not generated through trust but through the blockchain’s

control function, which constrains actors’ behaviours by rejecting deviant

actions and allowing only acceptable ones. In this sense, instead of a trust

machine, blockchains can be more accurately described as a confidence

machine (De Filippi et al., 2020).

However, this is not to say that trust is no longer important in the context of

blockchains. Following Luhmann (1979) and Lewis and Weigert (1985), we

distinguish between personal trust and system trust. A system broadly refers to

any impersonal structure that mediates the transactional relationships between

actors (Pennington et al., 2003). In system-based trust, the importance of

identity is marginalized. Faith in the integrity of the partner’s behaviour is

now backed by technology and algorithms that ensure the integrity of the

whole system. As long as the system is functioning well, participants have

confidence in the integrity of their partners. In this sense, the agency of human

actors is replaced by technological processes, with the decision of whether and

whom to trust falling to the system’s competence. Instead of being vulnerable to

the integrity, competence, and benevolence of individuals, actors now need to

trust the reliability, functionality, and usefulness of the system (McKnight et al.,

2011).

Based on this terminology, our main argument is that in exchanges facili-

tated by blockchains, the primary form of trust transforms from personal

trust to system trust. When supported by codes and algorithms, people tend

to decide that the benefits of making investments through technology exceed

the risks of losing assets. This reasoning explains why in a decentralized

system where no central parties run the network, people would choose to use

their money to purchase cryptocurrencies, such as Bitcoin, from strangers,

whose characteristics are unknown and with whom they do not have prior

relationships or clear future collaboration prospects. People’s confidence in

positive exchange outcomes derives from their trust in the technological

system.

33Blockchains

ht
tp

s:
//

do
i.o

rg
/1

0.
10

17
/9

78
10

09
05

77
07

 P
ub

lis
he

d 
on

lin
e 

by
 C

am
br

id
ge

 U
ni

ve
rs

ity
 P

re
ss

https://doi.org/10.1017/9781009057707


4.2.2 Change in the Target of Trust

Despite the fact that blockchains aim to mitigate human interference and

create system trust, there are still important human actors who play signifi-

cant roles in creating trust. As Lewis and Weigert (1985, p. 983) note,

‘System trust ultimately depends on personal trust’. The vulnerability of

participants in the blockchain system depends ultimately on their behav-

iours. However, these individual trustees are no longer the counterparties in

the transaction but, rather, other entities in the system. We suggest that in

blockchains, the target of interpersonal trust include two sets of individuals:

those who design the system and those who provide information feeds for the

algorithms.

The trustworthiness of the blockchain system rests first on the trustworthi-

ness of its developers. Machines follow only the orders programmed by

developers. Thus, the backbone of system trust in blockchains is ultimately

the reliability of the codes and algorithms. For this reason, system users need

to trust developers in terms of both competence and goodwill. Although

blockchains should ideally be designed to be immutable and resilient to

malicious attacks, we should also consider the cognitive limitations of

the developers. Some unintended, difficult-to-notice loopholes in the

system might cause severe damage to the integrity of its functionality

(Niranjanamurthy et al., 2019). At the same time, users need to be alert to

ill-willed behaviours by developers. Intentional wrongdoings by developers,

such as when developers put deliberate twists into the software for their own

personal benefit, have been found to be a critical issue jeopardizing the

effectiveness of software.

A second target of trust that becomes more important in blockchain systems

are the entities providing information feeds for the algorithms. Some block-

chains need only native information (that is, information attached to the block-

chain) to run. Bitcoin is such an example since all information required to make

Bitcoin transactions is located on-chain. However, for other blockchains, the

effectiveness of organizing transactions depends on the quality of the informa-

tion about the state of the world that is fed into algorithms (Halaburda, 2018).

For example, if a smart contract needs to confirm the weather of a specific

location to decide whether to execute a program, then real-time reliable infor-

mation about the temperature and humidity is critical to execute this transaction.

Such issues of incorrect or poor-quality input producing faulty output are also

known as ‘garbage in, garbage out’ problems. As such, whether the entities

providing the relevant information can be trusted is an important assessment

that must be made by the system participants.
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4.3 Blockchains and Organizational Design

Blockchains have the potential to greatly alter the organizational structure,

perhaps most notably, by driving the decentralization of organizations. At the

extreme, blockchains may even serve as the backbone of a new form of

organizing – i.e., DAOs, which lack any hierarchal structure. To appreciate

the implications of blockchains in terms of organizational design, we briefly

revisit the definition of organizations, the key challenges of organizing, and

traditional organizational forms.

4.3.1 Organization, Organizing, and Traditional Organizational Forms

Four common components underlie the various conceptualizations of what an

organization is. An organization is ‘(1) a multiagent system with (2) identifi-

able boundaries and (3) system-level goals (purpose) towards which (4) the

constituent agent’s efforts are expected to make a contribution’ (Puranam

et al., 2014, p. 165). Universal organizing issues include task division, task

allocation, provision of rewards, and provision of information (Puranam,

2018). New organizational forms have the potential to change one or more

of these four organizing issues.

Traditionally, organizations are governed by strict hierarchies. Organizations

are usually understood as bureaucratic models, with managers controlling

information and making decisions. This view was most clearly reflected in

Taylorism (also known as scientific management) at the end of the nine-

teenth century. More than a century later, despite key innovations in

organizational structures, including functional, multidivisional, and matrix

structures, the hierarchical relationships between managers and employees

are still the backbone of the information flow and decision rights of

organizations.

Such traditional hierarchical structures have both advantages and disad-

vantages (Williamson, 1975). They can support efficient decision-making by

helping to integrate information through clear lines of authority and report-

ing. They can also provide a clear understanding of employee roles and

responsibilities as well as accountability for actions at different management

levels. However, these hierarchy-based structures can involve complicated

chains of command that can slow decision-making. Therefore, they come

with the disadvantage of low flexibility to adapt and to react to unforeseen

environmental and market pressures (Volberda, 1996). Moreover, in these

organizational structures, a lack of autonomy can cause a strain on

employee–manager relationships and create a disconnect between employees

from top-level management.
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4.3.2 Towards More Decentralized Organizations?

Blockchains can introduce a departure from these traditional hierarchy-based

forms of an organization. In particular, blockchains enable the rise of a new

organizational form called DAOs. DAOs can be defined as ‘non-hierarchical

organizations that perform and record routine tasks on a peer-to-peer, crypto-

graphically secure, public network, and rely on the voluntary contributions of

their internal stakeholders to operate, manage, and evolve the organization

through a democratic consultation process’ (Hsieh et al., 2018, p. 2). Unlike

traditional organizational forms, in a DAO, there are no managers or owners.

People work with peers following transparent rules contained in codes and

algorithms. DAOs use tokens to incentivize participants to do their jobs, such

as validating information. Smart contracts are often critical to the operation

of DAOs because they automate activities, such as rewarding participants

once they successfully complete a given task. DAOs use algorithms and

codes to perform organizational routines and rely on democratic votes to

alter those routines.

The first real-world implementation of a DAO was Bitcoin (Hsieh et al.,

2018). Bitcoin’s objective, similar to that of a bank, is to provide a payment

system. However, unlike a bank with headquarters, subsidiaries, managers,

and employees, Bitcoin consists solely of a network of users and miners who

have no hierarchical power over each other (Antonopoulos, 2014). Bitcoin

uses PoW as the consensus mechanism, which requires miners to compete

with each other in solving complex mathematical puzzles. Since each puzzle

can be resolved only by random guesses, the probability of successfully

solving the puzzle is proportional to the miner’s computing power (Garay

et al., 2015). The node that solves the puzzle first obtains the right to add new

blocks. As such, decisions are made following collective voting processes

based on the computation powers of miners, which may vary due to the

hardware employed (e.g., processing speed of the chips). The whole organ-

ization runs in adherence to the Bitcoin protocols, which are made transpar-

ent as open-source codes.

To better understand how DAOs differ from traditional organizations in

addressing the fundamental tasks of organizing, Hsieh and colleagues’

(2018) illustration of the differences between Bitcoin and banks provides

a useful starting point. First, while traditional banks centralize task division

top-down, in Bitcoin, task division is based on the computing power of

miners. Thus, where tasks are traditionally allocated by managers, in

Bitcoin, miners self-select into the network. Second, reward schemes are

usually kept private in traditional banks. In contrast, in Bitcoin, the
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compensation for miners is automated, randomized, and fully transparent.

Third, traditional banks centrally control information, while in Bitcoin,

historical information is kept transparent, and all participants have the

same version of the truth.

Beyond payment systems, another well-known DAO is the distributed

venture capital fund on Ethereum, also known as The DAO (or Ð). Despite

being short-lived due to a notorious attack (which we will return to later),

The DAO has received considerable attention as an important experiment in

implementing a DAO that allocates resources in a distributed and decentral-

ized fashion. The DAO functioned very much akin to a venture capital fund

but operated in a completely different, decentralized way (DuPont, 2017).

Namely, investors made the decisions directly rather than fund managers.

They voted for the entrepreneurial proposals using their tokens (i.e., ethers

on the Ethereum blockchain). Since tokens are valuable, voting for

a proposal virtually means funding it. Subsequent decisions – from the

hiring of a particular employee of the entrepreneurial start-up to eventual

pay-outs to investors – were also made automatically through smart con-

tracts based on the votes and the performance of the projects. Thus, as an

organization that serves a specific objective, The DAO did not involve

hierarchical chains in decision-making processes. Smart contracts and

tokens together powered the operation of the organization. Similarly struc-

tured DAOs that were established more recently include Dash,

a cryptocurrency that is governed through decentralized voting on proposals

for improving the ecosystem, and MakerDAO, which also relies on decen-

tralized voting on changes to key parameters in smart contracts to keep the

value of Dai (a cryptocurrency) stable.

All these examples show how algorithms can replace human actors in

coordinating certain organizational activities and integrating everyone’s

efforts without human actors giving orders (Murray et al., 2021b).

Therefore, although DAOs fall well into the definition of organizations,

this new organizational form challenges many assumptions commonly

seen in traditional organizational research; thus, traditional organizational

theories may not apply. Since formal managers do not exist in DAOs, fiat

and authority are no longer the ‘signature’ of internal organizing

(Williamson, 1996). Principal–agent problems that are pervasive in trad-

itional organizations are eliminated or greatly reduced. While DAOs do not

assume agency problems away, they leverage algorithms and computational

power to circumvent them.

Despite powering a new decentralized organizational form, i.e., DAOs,

blockchains may benefit organizations by solving certain organizational
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problems, reducing costs, and building trust within traditional organizations

(PwC, 2020). A recent report by the Committee of Sponsoring Organizations

of the Treadway Commission (COSO) explains how to use blockchains to

consolidate internal control, for example, control with regard to financial

reporting. They contend that blockchains can ‘help facilitate an effective

control environment (e.g., by recording transactions with minimal human

intervention)’ (Burns et al., 2020, p. 2).

To understand how blockchains may benefit internal organizing, Murray and

colleagues’ (2021a) analysis shows that blockchains can help reduce certain

types of agency costs by allowing the removal of certain agent managers, as

illustrated in DAOs. As such, blockchains greatly reduce the need (and thus the

cost) of monitoring the agents’motivations. In addition, information asymmet-

ries make it necessary for principals to devote considerable efforts to monitor-

ing the organization’s operations (e.g., supply chain management). Blockchains

can help overcome such information asymmetries by maintaining verified and

shared information. False claims of facts by managers can be reduced, which

frees organizations from costly third-party auditing and verification. All of these

effects imply that blockchains can save the agency costs that would be incurred

without proper governance and that are due to agents’ self-serving behaviours.

In this section, we discussed how blockchains enable more decentralized

organizational forms and how DAOs, as extreme versions of decentralized

organizations, may circumvent significant costs. In terms of solving the four

universal issues of organizing, Table 6 summarizes the major differences

between traditional centralized organizational forms and blockchain-based

decentralized forms (Puranam, 2018). However, despite the benefits of

reducing costs, our view is that DAOs will ultimately not crowd out all

traditional organizations. Organizations exist for reasons other than minim-

izing cost, e.g., pooling resources, consolidating power, and sharing identity

(Santos & Eisenhardt, 2005). In addition, blockchains can ease the pro-

cesses of agreement execution and monitoring but appear less adequate for

other tasks requiring more creativity, such as the identification of opportun-

ities and the creation and maintenance of organizational values (inspiration,

purpose, vision, leadership; Selznick, 1957). It will be exciting to follow

the future evolution of DAOs and to see to what extent they eventually

replace or complement traditional organizational forms.

5 Critiques and Pitfalls

Although blockchains offer many advantages, there are also important chal-

lenges and pitfalls of which managers and organizations should be aware.

38 Business Strategy

ht
tp

s:
//

do
i.o

rg
/1

0.
10

17
/9

78
10

09
05

77
07

 P
ub

lis
he

d 
on

lin
e 

by
 C

am
br

id
ge

 U
ni

ve
rs

ity
 P

re
ss

https://doi.org/10.1017/9781009057707


Table 6 A comparison between traditional centralized and blockchain-enabled decentralized organizational forms

Universal
problems of
organizing Traditional centralized forms of organization Blockchain-enabled decentralized organization

Task division Organization designers decide on the task structure,
encoded in documentations such as the charter

Organization designers decide the task structure, encoded in
codes and algorithms by developers

Task allocation Managers match tasks with subordinates based on
skill sets

Members self-select into tasks

Reward
distribution

Rewards are defined by compensation policies and
determined by an authoritative superior

Rewards are defined by the blockchain protocol and determined
automatically based on the specific consensus mechanism

Information flow Information flows along hierarchies and is
concentrated in top management

Information flows directly between members in a decentralized
way

https://doi.org/10.1017/9781009057707 Published online by Cambridge University Press
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In this section, we introduce several critical points that should be considered

in the process of technology adoption and diffusion.

5.1 Risks of System Failure

Any IT system is subject to possible failure, such as hacks of large databases or

malfunctions of the national electricity grid. The larger the system is, the more

severe the consequences. The SWIFT network hack on 12 January 2015 illus-

trates this issue; unidentified hackers stole $12 million from transactions

between Wells Fargo and Banco del Austro (BDA) (Bergin & Layne, 2015).

Compared to other ITsystems, blockchains are known to be difficult to break.

The first and largest blockchain, the Bitcoin blockchain, has not had severe

protocol issues since it was launched in 2009, despite some fraud and hacks at

the application level (e.g., Bitcoin wallets). However, such a high level of

security and reliability cannot be taken for granted. Even though blockchains

are meant to be unbreakable, some unexpected holes in the codes can have

potentially disastrous consequences for the whole network if the system breaks

down. In 2016, an unknown hacker exploited a loophole in the smart contracts

of The DAO, which was built on the Ethereum blockchain. The hacker success-

fully drained more than 3.6 million ethers, equivalent to approximately

US$50 million at the time. Although the hack did not break the Ethereum

protocol, The DAO represented a large application on the Ethereum blockchain,

and the hack ‘almost brought Ethereum down’ (Leising, 2017).

The advancement of quantum computing also poses a security threat to

blockchains. Quantum computing offers a new way of solving computational

problems by leveraging theories of quantum mechanisms (Knill, 2010). The

devices that can perform such computational tasks, called quantum computers,

can substantially outperform traditional computers in certain types of comput-

ing tasks (e.g., finding the prime factors of an integer). This new type of

computation is likely to revolutionize cryptography and therefore jeopardize

the effectiveness of blockchain technology. Quantum computers are believed to

acquire the ability in the future to attack key technological processes that

blockchain systems rely on, such as digital signatures and cryptographic hash

functions (Kiktenko et al., 2018). As such, scholars and developers have been

working on designing so-called post-quantum blockchains that are resistant to

quantum computing attacks (Fernandez-Carames & Fraga-Lamas, 2020).

In the face of a system breakdown, centralized systems may prove more

resilient in many ways than decentralized systems. In centralized systems, there

are clear targets of responsibility. The centralized owners of systems, such as the

bank of a financial system or Facebook of its social network, are accountable for
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system maintenance and resolution. In addition, centralized systems can be

more efficient in terms of crisis decision-making and coordination than decen-

tralized systems. As such, actions in response to a system failure might be

implemented comparatively faster in centralized systems.

In contrast, for decentralized systems such as blockchains, it can be more

difficult to fix such problems. Since there is no system owner, there is no clear

locus of accountability when disruptions occur. To make things even more

challenging, it can be difficult to repair broken blockchain systems since they

are deliberately designed to be very costly to change. Rigidity and inflexibility

are merits of blockchains in stable environments, yet when disruptions occur,

these features become critical liabilities.

In the 2016 Ethereum hack, when the community realized that the event had

occurred, the only way to correct things was to have at least 51 per cent of all

nodes agree and vote on a corrective strategy. Ironically, the PoW system was

initially designed to ensure that no one had enough power to rewrite history.

Ultimately, Vitalik Buterin, cofounder of Ethereum, mobilized most partici-

pants of the Ethereum community to form a ‘hard fork’, which is essentially

a different version of the blockchain that runs in parallel to the original. This

event generated ethical debates since the hacker actually operated within the

rules. Interestingly, the original blockchain is still running today because some

proponents believe that it is the real blockchain and that the hard fork is

a counterfeit and should not have been created. Such a series of events

undermined the image of blockchain technology, showing that it is not truly

immutable because once someone accumulates 51 per cent of the voting rights

(which happened in the Ethereum case), the transactions that had already

occurred could be nullified, which of course undermines the very purpose of

blockchains.

In summary, the risk of system failure in blockchains, however small, does

exist. Once bad things happen in such systems, it can be very costly to correct

them.

5.2 Technological Limitations

Blockchain technology is in its infancy, and it is thus not surprising that several

technological challenges still need to be addressed, including the oracle prob-

lem, environmental issues, and confidentiality.

A blockchain oracle is a third-party service that provides information for

smart contracts that is external to the blockchain. A prerequisite for the effective

execution of smart contracts is to ensure that the information feeds are reliable

and trustworthy. After all, blockchains are technologies used for storing
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information, not acquiring it. Their usefulness thus depends on the quality of

their information feeds. However, information providers might be subject to

dishonest behaviours or malicious attacks, which are sometimes referred to as

the oracle problem.

The oracle problem calls for caution regarding the interface between block-

chains and the physical world. Similar issues occur with applications that are

built upon the blockchain protocol – for example, the Bitcoin wallet applica-

tions connecting the blockchain and users. While the Bitcoin blockchain itself

may be difficult to hack, hackers have attacked its wallet application and stolen

users’ personal information, including email addresses, full names, phone

numbers, and postal addresses (Bambrough, 2020). Therefore, vulnerabilities

at the interface between the blockchain and the real world remain major

challenges.

Another issue is the consumption of significant resources to execute block-

chains. Specifically, to operate blockchains based on the PoW consensus (e.g.,

Bitcoin and Ethereum), the nodes that are responsible for verification (called

miners) must compete with each other in solving mathematical puzzles, which

consumes a large amount of electricity. According to recent reports, the electri-

city consumed annually to mine Bitcoins has exceeded the electricity consump-

tion of some nation states, such as Argentina (Aratani, 2021; Criddle, 2021).

However, with advancements in technologies and the evolution of gener-

ations of blockchains, energy consumption is becoming a less critical issue

(even though it is nonetheless a real concern for the two largest blockchains).

Practitioners are actively looking for solutions to reduce energy consumption.

A case in point is the EZ blockchain, which develops a solution that utilizes

natural gas flaring waste from drilling and refining for industrial crypto mining.

Another case is SolarCoin, which links the reward of cryptocurrencies with the

supply of solar energy to incentivize more ecological accomplishments

(Dierksmeier & Seele, 2018).

Other consensus mechanisms do not link voting power with the consumption

of scarce resources. The aforementioned PoS is one example. Accordingly, in its

upgrade plan, Ethereum has been working on changing its consensus mechan-

ism from PoW to PoS (Ethereum, 2021). Others include proof-of-authority,

proof-of-elapsed-time, and practical Byzantine fault tolerance (see Table 2).

Although these consensus mechanisms circumvent the severe problem of

energy consumption, they also afford relatively less assurance of system

security.

Finally, confidentiality is another key concern. At best, blockchains provide

pseudonymity (Nakamoto, 2008), which is a weaker form of anonymity. It is

possible to use supervised machine learning to predict the unidentified entities
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in the Bitcoin system (Yin et al., 2019). Moreover, organizations usually do not

want everyone in the network to be able to review their information – they only

want certain actors to view certain information. Such privacy concerns consti-

tute one of the major hurdles preventing enterprises from adopting blockchain

technologies (Lacity, 2020). Considerable effort has been devoted to solving the

privacy issues with public blockchains, for example, by developing solutions to

hide the details of transactions between wallets (Duncan, 2019).

5.3 Challenges to Full Decentralization

Another critique of blockchains is that full decentralization may be illusive, at

least in the current stage of technology development. In addition to techno-

logical challenges, many human factors or biases – such as hubris, overconfi-

dence in making the best decisions, and the desire to control and obtain personal

power – will pose limits to the full decentralization of blockchains.

A considerable level of concentration of voting power may lead to possible

attacks on the system, such as attempting to change the shared record without

obtaining consensus from others. Such attacks damage the promised security

and immutability of the recorded information on blockchains.

In practice, many factors can lead certain actors to have disproportionate

voting power in a blockchain, leading to increased centralization. Since com-

putational power is particularly important in the mining competition on PoW

blockchains, a joint group of miners may pool together large amounts of

computational power to leverage economies of scale, forming what has been

called mining pools. This arrangement poses the risk of overconcentrated power

on blockchains that use PoW consensus mechanisms. According to data from

btc.com (https://btc.com/stats/pool), as of 29 April 2021, the four largest

Bitcoin mining pools accounted for approximately 15.8 per cent,

15.6 per cent, 11.6 per cent, and 10.9 per cent of the voting power. Collusion

thus becomes much easier since, together, these pools control over 51 per cent

of the voting power. In a smaller public blockchain based on PoW consensus

mechanisms, it is even easier for a single entity to gain 51 per cent of the voting

power to mount a direct attack on the system by creating fraudulent blocks and

deceiving the other users.

Other types of blockchain systems also face the issue of power concentration.

In PoS blockchains, mining power is distributed on the basis of the proportion of

coins held by a miner, meaning that entities that hold a large share of coins in the

system will have more concentrated voting power. Once they obtain 51 per cent

of all stakes, they have the power to perform a 51 per cent attack. Compared to

PoW, the PoS mechanism leverages a different logic of ensuring that the attack
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is unlikely to happen. Since the miners with higher voting power also have more

stakes, protecting the integrity of the system is actually in their best interest.

For many permissioned blockchains, such as the IBM HyperLedger, the

founders or founding consortia retain a considerable amount of power in the

network. For example, they have the power to grant access control and upgrade

protocols (Carson et al., 2018). Even though it is often easier to start

a blockchain project led by a founder or a founding consortium, it is critical

for founding teams of permissioned blockchains to relinquish power so that

others can be convinced to join the system and realize the full promise of

blockchains (Sternberg et al., 2021).

As such, in the current stage of development, decentralization is better

understood as a gradual concept. Indeed, blockchains differ along

a continuum of different decentralization levels, which vary depending on

several factors, such as the adopted consensus algorithm and the number of

participants in the network (Werbach, 2018). It is also useful to distinguish

decentralization across different stages of activities in terms of blockchain

adoption, including initial system development, subsequent system updates,

transaction validation, and transactions (Halaburda & Mueller-Bloch, 2020).

Different levels of decentralization are motivated by trade-offs in blockchain

design. Although fully decentralized blockchains have appealing levels of

security and immutability, they are often lacking in terms of other aspects,

including scalability and privacy. These features, which we will elaborate in the

next section, are oftentimes particularly valued by enterprises seeking block-

chain solutions. For this reason, the governance of blockchain systems may

require both on- and off-chain governance efforts (i.e., decision-making that

occurs outside the blockchain and away from the code base) to ensure system

effectiveness.

5.4 The Regulation Paradox and Ethical Issues

The issue of blockchain regulation poses an intriguing dilemma. On the one

hand, blockchains were initially designed to eliminate centralized control and

oversight. By introducing regulation, the technology may lose some of its most

attractive features, such as decentralization and censor resistance.

On the other hand, without proper regulation, blockchains may pose a threat

to public welfare. Due to the ease of transfer and the pseudonymity of crypto-

currencies, blockchains have created hotbeds for criminal activity, such as

money laundering and terrorist financing (Rooney, 2021). Dierksmeier and

Seele (2020) provide several illustrations of blockchain-induced criminal

activities. For example, blockchains have induced a new form of online crime
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called ‘cryptojacking’, which incentivizes people to hack into high-

performance computers for their ownmining purposes. Another recent example

is the extortion targeting Colonial Pipeline by the ransomware extortionists

Darkside, which involved the payment of 63.7 Bitcoins (equivalent to

US$2.3 million) as ransom (U.S. Department of Justice, 2021).

Moreover, compared to centralized systems, blockchains can be less resilient

in terms of unexpected shocks. The negative outcomes induced by these shocks

are directly borne by users. For example, when the attack on The DAO occurred

in 2016, the community could do little to stop the attack, and the losses of users’

ethers could not be recovered. Proper regulations will be necessary in protecting

users’ interests (Leonard, 2019). In addition, since blockchains themselves have

no capacity to guarantee the authenticity of offline data, supervision by the law

is still needed to regulate improper behaviours (Chang et al., 2020a).

Therefore, while many governments are pondering their own national block-

chain strategy (e.g., Schallbruch & Skierka, 2018), they have also noticed the

potential negative effects that can arise from the use of blockchains. For

example, Australia, the United States, China, Switzerland, and the UK have

enacted regulations regarding the use of blockchains and cryptocurrencies.

However, similar to regulating any emerging technology, regulating block-

chains is difficult and requires that regulators understand the technology and

its impact on the economy across sectors (Swanson, 2020). At least thus far,

governments’ efforts to create and impose adequate regulations are generally

lagging behind blockchain development (Lee & Shin, 2018).

Such efforts require active collaboration between the government and

entrepreneurs. For example, LO3 Energy, an energy company providing

blockchain-powered service to facilitate decentralized energy exchange

between neighbourhoods, has been working closely with New York regulators

and policymakers to help them understand relevant concepts and processes.

Companies’ proactive collaboration with governments can constitute a vital

step to ensure the implementation of favourable policies.

In blockchain adoption, important ethical challenges that extend beyond legal

aspects also deserve consideration. Since blockchains enable the replication of

the whole history of records, every user on a blockchain faces the risk of owning

unsolicited, arbitrary content. This feature may cause unwanted trouble, such as

unintended violations of copyrights, downloading of malware, and accidentally

obtaining politically sensitive or even illegal content (Matzutt et al., 2018).

However, it is equally important to note that blockchains can support ethical

behaviours. The transparency and traceability of the information rendered

by blockchains facilitate fairness and authenticity, which can help combat

unethical behaviours in a broad range of domains – from supply chain quality
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management to governmental corruption. Furthermore, blockchains also help

address ethical issues in artificial intelligence (AI). To develop fair and trust-

worthy AI, it is important to ensure data transparency during the AI training

process. Blockchains can effectively deliver such requirements of input trans-

parency (Bertino et al., 2019).

6 Conclusions and Implications

The ongoing discussion around the features, potential, and challenges of block-

chains leads us to analyse their implications for both practitioners and researchers.

Managers should consider blockchains as an important strategic tool to organize

collaborations, in part replacing traditional contracts and social mechanisms.

Additionally, they should consider the joint use of different approaches to miti-

gate collaborative hazards and enhance efficiency.Moreover, managers should be

aware of both the benefits and costs of adopting blockchain technologies. Given

their practical relevance, blockchains can provide rich opportunities for further

scholarly enquiry intomanagement.We propose a new framework to guide future

research and to systematically develop a comprehensive understanding of this

important phenomenon and its implications for management theory. We end this

Element with a brief discussion of future blockchain possibilities.

6.1 Managerial Implications

6.1.1 A New Strategic Tool for Organizing Collaborations

One of the major managerial implications of blockchains is that they enrich

managers’ toolkit for organizing collaborations (Lumineau et al., 2021c). In

addition to using traditional contracting and relational norms to address prob-

lems in partnerships, managers can now consider using blockchains to support

their partnerships. We suggest that blockchains can fundamentally change all

three phases of a collaboration: partner selection, agreement formation, and

execution, as illustrated in Figure 3.

Regarding the selection of a good partner, managers usually rely on past

experiences or public reputations to make decisions. However, when managers

are collaborating with strangers for the first time, relevant trustworthiness cues

are scarce and diffuse. In addition, small and young firms often lack a public

reputation (Schilke et al., 2017). As previously noted, blockchains can greatly

facilitate collaboration with strangers or parties with no reputation record.

Blockchains also come with a deterrence effect, whereby dishonest or incom-

petent partners are likely to refrain from entering blockchains. Hence, block-

chains can be a useful instrument for managers to broaden their search for

potential partners and to increase the quality of partner selection.
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Managers need to be wary of possible pitfalls in the agreement formation

phase when using blockchains. Due to the inherent inflexibility of the block-

chain structure, the agreements reflected in the protocols and codes must be

carefully defined ex ante. Negotiating the setup of the blockchain involves

multiple parties in the network rather than a traditional two-party interaction,

which explains why it can be costly and complicated to establish a permissioned

blockchain within a consortium (Vigliotti & Jones, 2020). Regarding block-

chain infrastructure, many important choices must be made and negotiated

among consortium members, given that updating the protocols tends to be

very costly.

In the execution stage, a significant benefit of using blockchains is that they

facilitate the automated enforcement of agreements. Thus, there is less room for

dishonest behaviours, and opportunism can be greatly reduced. In addition,

since immutable records on blockchains can augment the effectiveness of

traditional contracts, the use of blockchains adds an additional layer of protec-

tion for relationship-specific investments. Moreover, blockchains can speed up

processes and reduce the cost of settlements by providing a single version of the

truth for all participants, thus greatly enhancing efficiency in the execution stage

of the collaboration.

6.1.2 When to Use Blockchains and When to Combine Them with Other
Collaboration Approaches

Given the various challenges inherent to blockchains in their current stage of

development, blockchains are clearly not a panacea for every situation. Their

effectiveness depends on the particular context in which they are applied.

Specifically, we suggest that blockchains can be most effective when an

agreement can be written in clear computer language and when its outcomes

are verifiable. An example in which such conditions are satisfied is the

Figure 3 How blockchains impact the different stages of collaboration
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TradeLens blockchain, an initiative in the maritime logistics sector led by

Maersk and IBM. Smart contracts use the temperature inside the containers as

a criterion to identify whether the conditions in the agreement have been met.

In this case, the temperature is verifiable and can be objectively measured by

sensors.

In contrast, for other collaborations in which key conditions cannot be easily

assessed and verified, the use of blockchains alone is often not sufficient. For

example, in many service transactions, such as those of legal consulting busi-

nesses, service quality is difficult to assess and formulate ex ante in clear

computer language. Collaborating parties will likely have to rely on traditional

legal contracts and social mechanisms to manage their relationships. These

mechanisms are more open-ended and allow for human interpretation of the

agreements, granting some flexibility to the agreement.

One implication for managers here is that in many circumstances, it will be

most appropriate to consider the joint use of different approaches to govern

collaborations (Lumineau et al., 2021b). Again taking the TradeLens case as an

example, while collaborators can use blockchains to support the successful

transportation and delivery of cargo, the carrier and cargo owner may still

want to sign traditional legal contracts to stipulate the scope and boundaries

of their collaboration. Managers thus need to carefully consider which activities

of their partnership can indeed benefit from the deployment of blockchain

technology and which parts are less likely to do so and, in turn, should still be

governed by traditional methods.

6.1.3 Creating New Business Models

While improving the efficiency of managing existing operations, blockchains

also create new opportunities for value creation and value capture (Malhotra et al.,

2022). They enable the provision of products or services that were either not

previously available or very difficult to realize. Some examples include wide-

spread decentralized platforms supporting different types of activities, such as

artwork investments (e.g., Artolin, Maecenas), music sharing and purchasing

(e.g., Mediachain, Ujo), and online communities of original content (e.g.,

Steemit, Akasha). These platforms have no centralized owners coordinating

and approving activities. Instead, the participants directly communicate with

each other and democratically verify and record transactions. Such new business

models are appealing not only because they are free of censorship but also

because the transacting parties can capture more value since no third party to

mediate the transactions is needed. Another example is blockchain-based solu-

tions of cross-border financial settlements, such as payment (e.g., Ripple, Stella)
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or issuance of letters of credit (e.g., Standard Chartered, 2019). Such new solu-

tions are both secure and fast, greatly eliminating the long settlement time of

traditional money transfer and document processing (Fanning & Centers, 2016).

Opportunities abound for firms to offer blockchains as a service. Firms such

as IBM, Microsoft, and R3 create value from building and promoting their own

blockchain platform to offer infrastructure for others to develop customized

applications. Other firms specialize in providing technical support for consult-

ing services around blockchain technology (e.g., Ernst & Young, PwC). For

example, Ernst &Young provides wide-ranging blockchain consulting services,

ranging from blockchain opportunity assessment to planning, implementation,

and integration into the existing organization and value chain.

6.1.4 The Blockchain Implementation Process

To reap the full benefits of blockchain technology, organizations must first

develop a deep understanding of how blockchains may add value to their

business by solving certain problems. In this regard, the blockchain cases

included throughout this Element – from Maersk Tradelens to the Microsoft

Xbox case – may serve as useful examples that showcase how blockchains can

improve particular organizational processes.

Adopting blockchain technologies and capturing their benefits require organ-

izations to develop a distinct set of skills. Since blockchains are based on

machine language, nontechnical employees may find it challenging to under-

stand the business logics in smart contracts. Therefore, in addition to legal

personnel who oversee the use of traditional contracts, organizations should

hire specialized computer scientists who can read and understand programming

language in smart contracts. At the same time, computer professionals may not

fully understand the business context and managerial requirements. Therefore,

organizations need to develop superior capabilities to smoothen coordination

between business personnel and technicians to fully integrate their efforts.

Beyond understanding the strategic implications of blockchains for their

organizations, managers should also pay attention to some caveats and barriers

to successful implementation of the technology. Malhotra and colleagues

(2022) point to three sets of risks in implementing blockchains – technological

risks, business risks, and legal risks. Technology-wise, as noted earlier in

Section 5, blockchains still have significant room for improvement towards

better security, privacy, and scalability. At the same time, adopting blockchains

may require changes in the flow of operations and the business model of an

organization. These changes may create internal dissonance and resistance from

some organizational members. Finally, regulatory challenges are surely one of
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the major issues. As noted earlier, governments around the world are concerned

about both the advantages and regulatory needs of blockchains. Managers

should be aware of the regulatory uncertainties and ensure that blockchain

implementation complies with legislation. Managers can also actively seek to

work with the government to help it understand the phenomenon and practical

issues, which will ultimately benefit the managers’ own operations.

6.2 Implications for Scholars

6.2.1 An Agenda for Blockchain Governance Research

As indicated in our literature review, there are several approaches to studying

blockchains. In this Element, we suggest that one particularly fruitful approach

is to view blockchains as a new governance mechanism to organize collabor-

ations. Blockchain governance employs codes and algorithms to enforce agree-

ments, which is different than traditional contracting that relies on the legal

system. We invite future scholars to adopt this perspective and to offer greater

detail on the governance function of blockchains in a number of ways (see

Table 7 for a summary of our suggestions).

The first step is to better depict relevant differences across blockchains. We

need to better understand the critical dimensions along which blockchains

differ. One broad distinction applied in prior research is between permissionless

and permissioned blockchains, yet this coarse classification approach may

overlook important nuances within each category. For example, we need to

understand how to characterize different permissionless blockchains to build

a more refined understanding of their respective governance features.

We also envision interesting avenues to explore the different control and

coordination mechanisms of blockchain governance. This issue has been well

documented in the contracting literature, where legal contracts have been found

to facilitate control and coordination by specifying rights and obligations,

penalties, conflict resolution rules, task divisions and roles, and contingency

adaptations (Lumineau & Malhotra, 2011; Schepker et al., 2014). For block-

chain governance, we see exciting opportunities for scholars to identify and

operationalize relevant constructs to theoretically depict the degree of control

and coordination in blockchain governance.

Relatedly, we see the boundary conditions of effective blockchain govern-

ance as constituting an important issue and promising research opportunity.

Like other governance mechanisms, blockchain governance has both advan-

tages and limitations; thus, we need to understand what kinds of transactions

can – and cannot – be effectively governed by blockchains. Lumineau and

colleagues (2021a) suggest that the tacitness of a transaction determines the
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Table 7 A summary of the research agenda

Research fields Relevant themes Examples of research questions

Blockchain
governance

Characterizing
blockchain
governance

• What are the critical dimensions
along which blockchains differ?

• How can we theoretically depict
and empirically measure the
degree of control and coordin-
ation in blockchain governance?

Boundary
conditions

• What types of transactions can
be more efficiently governed
through blockchains?

• What geographical and temporal
factors impact the efficiency of
blockchain governance?

Interplay among
governance
mechanisms

• How does blockchain govern-
ance interact with other forms of
governance?

• How should managers choose
(combinations of) different
forms of governance?

Performance
implication

• What performance indicators
should be used to measure the
efficiency and effectiveness of
blockchain governance?

• Under what conditions can
blockchains create competitive
advantages for adopting
organizations?

Blockchains and
trust

Shift in the form of
trust

• How do the trajectories of
system trust in the context of
blockchains change over time?

• What are the most effective trust
repair processes after a breach of
system trust?

• What are the sources of produc-
tion of system trust?

• How can organizations build
competitive advantages given
the increasing importance of
system trust?
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domain of effective blockchain governance. A transaction is said to be tacit

(explicit) when the conditions are relatively difficult (easy) to codify and the

outcomes are difficult (easy) to verify. Blockchains appear more useful in the

context of more explicit transactions, whereas their value seems relatively lower

whenever a transaction is difficult to codify and verify. Going beyond tacitness,

an investigation of other potentially relevant characteristics of transactions

(e.g., the degree of asset specificity, uncertainty, and frequency; the exchange

of digital versus physical assets; or the distinction between bilateral versus

multilateral ties) should be made to appreciate the precise conditions under

which blockchains can create substantial value.

Relevant boundary conditions of effective blockchain governance may also

involve geographical and temporal factors. A geographical area’s technological

maturity and diffusion of infrastructures (e.g., the Internet, smartphones, or

computers) are likely to impact the viability of blockchain governance. At the

same time, emerging economies might benefit more from blockchains than

developed countries where institutions have already been well established.

Table 7 (cont.)

Research fields Relevant themes Examples of research questions

Shift in the target of
trust

• How do people make judgements
regarding the trustworthiness
of those they do not know?

Blockchains and
organizational
design

Understanding
DAOs

• How do the unique ways of
organizing activities in a DAO
impact collaborative dynamics
and performance?

• How do DAOs differ from other
forms of so-called decentralized
organizations?

Choosing from
different
organizational
forms

• What are the trade-offs of
choosing the different organiza-
tional forms?

• What kinds of tasks are most
suitable to organize via DAOs?

Strategic human
resources

• How will the work of different
types of managers be impacted?

• What types of skillsets will
become the most valuable forms
of strategic human capital?
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Blockchains could be an effective alternative in countries in which legal

institutions are weak and where enforcing legal contracts can be costly and

uncertain (Cao et al., 2018). In addition, scholars could consider the timing of

blockchain adoption for different organizations. The choice between building

a blockchain or joining an existing initiative might depend on different strategic

considerations. Scholars could also examine the trade-offs between moving

early or at a later stage. An example is provided by Park and colleagues (2020),

who show that despite the opportunity to raise funds by being an early mover in

ICOs, these start-ups may face the risk of knowledge spillover that might be

detrimental to the venture’s future performance.

Furthermore, we need to better understand the interplay between blockchain

governance and other governance mechanisms, such as traditional contracting.

In this Element, we suggest that blockchains may both substitute and comple-

ment traditional contracting through different logics and under different condi-

tions (see Section 4.1 for more details). Future research can empirically

investigate our predictions about the joint use of different governance mechan-

isms. Such studies will provide valuable guidance for practitioners.

Finally, we need more empirical evidence to understand the performance

implications of blockchain governance. Scholars first have to identify useful

performance indicators – such as cost overruns, delays, quality control, or

partner satisfaction – and observe changes in these indicators as a result of

deploying blockchains. Strategy scholars should be particularly interested in

understanding whether using blockchains can result in a competitive advantage.

Any performance effects of blockchains are likely to be contingent on factors,

such as the type of blockchain, the particular transaction, and other conditions,

including geography and timing.

6.2.2 An Agenda for Blockchains and Trust Research

The shift from personal to system trust brings opportunities for scholars to re-

examine trust dynamics, that is, the trajectories of trust development in the

context of blockchains. For example, some scholars suggest that personal trust

tends to be low in the beginning phase of a relationship (e.g., Zand, 1972).

However, system-based trust, such as the trust enabled by blockchains, may

follow a different path. Indeed, there is initial evidence that trust in techno-

logical systems tends to be relatively high in the adoption phase but then

gradually decreases over time as it diffuses (Glikson & Woolley, 2020).

Potential overtrust in a system may lead to detrimental results, as illustrated

by the high percentage of ICO scams to which people fall victim (Alexandre,

2018).
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The shift from personal- to system-based trust also has implications for

trust breach and repair. In the case of a breach, it is usually more difficult to

clearly locate responsibilities under system trust than under interpersonal

trust. The cause of the breach is often causally ambiguous within the system.

Moreover, the impact of a system trust breach could be far more severe than

that of an interpersonal trust breach. For these reasons, our practical and

conceptual understanding of trust breach and repair is not readily transfer-

rable from the interpersonal to the system level (Gillespie & Dietz, 2009). It

is thus important to understand what mechanisms should be put in place to

prevent a system-level trust breach of blockchains. We also need to under-

stand the most effective trust repair practices in the event of a system-level

failure, such as The DAO hack. Traditional trust repair processes (e.g.,

developing shared mental models and deepening the relationship) cannot be

easily implemented with distant trustees. A new line of research into the

repair of system trust thus seems warranted.

Scholars have widely acknowledged that trustworthiness could be an

important source of competitive advantage (Barney & Hansen, 1994;

Schilke & Cook, 2015). Therefore, organizations need to understand how to

improve their perceived trustworthiness among stakeholders. Zucker (1986)

identifies three modes of trust production for personal trust: process-based

(i.e., trust can be developed based on past or expected exchanges between

collaborating parties), characteristic-based (i.e., trust can be developed based

on a party’s personal characteristics such as belonging to a certain social

category), and institution-based (trust can be developed based on societal

institution arrangements). However, since the major form of trust shifts from

personal trust to system trust in the context of blockchains, these three modes

of trust production may be less relevant. Organizations need to rethink their

strategies in building trustworthiness. Scholars should revise and extend

Zucker’s framework of trust production modes of personal trust to system

trust to deepen the understanding of the approaches in which trust in systems

is produced.

Finally, blockchains can shift the target of trust. This shift requires people to

trust others whom they have not met before. Developing initial trust is critical

here – we need to understand how people develop judgements of the trust-

worthiness of those they are not familiar with, including the developers of the

codes and the entities that provide information feeds to blockchains. Signalling

theory may be particularly relevant to help scholars understand the kinds of

signals that would be interpreted by the users of blockchains as credible enough

and that less trustworthy trustees could not easily send (Gambetta, 2009;

Spence, 1973).
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6.2.3 An Agenda for Blockchains and Organizational Design Research

The various implications of blockchains for organizational design bring up inter-

esting research opportunities. Despite some scholarly research (e.g., DuPont,

2017; Hsieh et al., 2018; Murray et al., 2021a), our understanding of DAOs still

needs to be deepened. As a new form of organization that works differently from

traditional forms, we need to understand how the unique ways of organizing

activities in a DAO impact collaborative dynamics and performance. A recent

study by Zhao and colleagues (2022) provides a useful investigation on this issue.

Tracking the voting activities of participants of MakerDAO, they show that the

performance of the DAO will benefit more from distributing strategic decisions

(i.e., decisions that focus on longer-term impact, such as system upgrades and

personnel change) rather than operational decisions (i.e., decisions that focus on

short-term efficiency, such as adjusting parameters in the business processes).

Such effects will be moderated by other design features of the DAO organization,

including task allocation, reward distribution, and information provision.

On the flip side, to better grasp the uniqueness of blockchain-based decen-

tralized organizations, we need to understand how DAOs differ from other

forms of so-called decentralized organizations, such as traditional flat structures

and empowerment of decision-making rights within an organization, and, more

recently, open-source project development. The study by Vergne (2020) pro-

vides a useful starting point by clarifying the very meaning of the term ‘decen-

tralization’. Distinguishing decentralization from distribution, he suggests that

many platform companies, such as Uber and Facebook, are indeed highly

centralized, contrary to what they claim to be.

Understanding such differences will help scholars elucidate the boundary

conditions of proper choices of different organizational forms. Traditional

hierarchical organizational forms will surely not become obsolete in the near

future. However, it would be useful to better understand the conditions under

which DAOs can be a viable organizational form. Specifically, scholars should

ask what makes DAOs superior to traditional organizational choices – and vice

versa. For example, although decentralized decision-making is attractive in

many aspects, centralized organizing can be more efficient because it can

make good use of superior knowledge, experience, and vision residing in higher

hierarchical positions. Such comparative analyses should be helpful in answer-

ing questions about the kinds of tasks that are most suitable to be organized via

DAOs, thereby furthering our understanding of the trade-offs of various organ-

izational forms under different circumstances.

Scholars could also investigate the evolution of the role of managers in

blockchain-supported organizations. Different types of managers might be
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impacted differently. For example, since blockchains can help facilitate the

reliable execution of operations, middle managers whose major tasks are

verifying and monitoring may become less important. Top managers will be

freed from excessive monitoring tasks as well, which will give them time to

refocus on high-level issues, such as organizational design and strategy.

The diffusion of blockchains within organizations also creates a demand for

different skill sets, if not new jobs. The combination of a good understanding of

business processes and blockchain-related technical skills will become particu-

larly important. Managers with expertise at the interface of the technical and

legal features of blockchains are likely to be highly sought after. In turn, this

evolution will call for universities and training institutes to update their curricu-

lum to cover these new interfaces.

6.3 The Future of Blockchains

Blockchain technology still has a long way to maturity. The business world has

continued to explore different blockchain possibilities and best practices.

Despite the fact that firms currently lean more towards adopting permissioned

blockchains, many practitioners and academics believe that permissionless

blockchains are the way of the future. The major reason is that building private

blockchain networks is expensive and complicated and makes attracting a large

number of users challenging. Similarly, the difficulty of realizing interoperabil-

ity also limits the prospects of permissioned blockchains (EY, 2020). Indeed, the

issue of interoperability across different blockchain systems may be ‘the most

important one to solve to truly realize an “Internet of values”’ (Lacity, 2020,

p. 311). To fully realize the prospects of the Fourth Industrial Revolution (Jazdi,

2014; Schwab, 2017), blockchains should not be viewed as stand-alone solu-

tions but be effectively integrated with other technologies, such as EDI, AI, and

the Internet of Things (IoT).

The combination of EDI and blockchains affords the ability to ensure higher

security and generate fewer errors along the supply chain (Fiaidhi et al., 2018).

EDI standardizes digital information from different sources, allowing organiza-

tions to exchange information between their customized enterprise resource

planning (ERP) systems. EDI standards will continue to be useful to reduce

costs along the supply chain, and blockchains may add to that a new transmis-

sion medium of EDI files (Mani, 2019). This new transmission medium can

produce a single version of the truth for the EDI files being transmitted, thereby

reducing inconsistencies and increasing security. It can also process the data

with smart contracts. One example is the IBM Food Trust blockchain, which

uses EDI standards to shape the data and record them via blockchain protocols.
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Blockchains are thus complementary to EDI, and the combination of these

technologies can potentially result in much more efficient, transparent, and

secure global supply chains (Centobelli et al., 2021).

The integration of blockchains and AI can also provide promising benefits.

AI technologies (e.g., machine learning) use accessible data to improve existing

algorithms and make decisions automatically. The quality of inputs largely

determines the effectiveness of training AI models and, thus, the validity of

the outputs of AI applications. Blockchains can be complementary to AI, as they

enable transparent and trustworthy information recording to feed reliable data to

AI algorithms (Angelis & da Silva, 2019). In addition, blockchains can record

the outputs of AI applications in a decentralized network, which protects both

the security and privacy of clients (Salah et al., 2019). Conversely, AI can be

useful for blockchains in further automating decision-making processes by

contributing intelligence and analytics. For example, in the procurement block-

chain deployed by the United States. GSA, AI is combined with a blockchain to

automate processes in governmental procurement, such as vendor assessment

(Nayak & Nguyen, 2018).

IoT technologies and blockchains are also useful complements to one

another. On the one hand, IoT devices can (semi)automatically collect informa-

tion and exchange data with each other. Reliable and widely spread IoT devices

may substantially reduce potential mistakes by human agents, either conscious

or inadvertent. This reduction may, in turn, greatly enhance the quality of the

information feed for blockchains and lessen ‘garbage in, garbage out’ concerns

(Halaburda, 2018). On the other hand, blockchains can be an ideal mechanism

for data storage and reporting for IoT systems. By creating tamper-resistant

records of data, blockchains can maintain the integrity of a network of IoT

devices, preventing malicious nodes from contaminating the IoT environment

(Fortino et al., 2020). With the advent of the Fourth Industrial Revolution, the

successful integration of blockchains and IoT technologies will be the funda-

mental infrastructure for realizing the goal of automation across organizations

(Schwab, 2017). We are excited to see how such combinations facilitate the

implementation of important worldwide initiatives (e.g., the United Nations’

Sustainable Development Goals, De Villiers et al., 2021) that may elevate living

standards on a global scale.

6.4 Summary

Blockchains are among the most disruptive new technologies of recent times,

with potentially significant impacts on the future of the economy and society.

Managers need to stay abreast of the latest developments in blockchains to
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ensure that their firms remain competitive, and management scholars can

provide important insights by elucidating the organizational implications that

blockchains will bring about. We hope that this Element provides a useful

starting point for both audiences in embracing this exciting new phenomenon.

We envision this Element as a thought-provoking examination of contemporary

discussions about blockchains along with their opportunities and challenges and

as a springboard for future examinations. We look forward to witnessing the

evolution of blockchains in the years to come.
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